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Preliminaries ML-KEM ciphertext compression

Module Lattice Key-Encapsulation Mechanism (ML-KEM)

m Post-quantum Key-Encapsulation Mechanism.
m Standardized by NIST in 2024: FIPS 203.
m Relies on the hardness of Learning With Errors (LWE) over module lattices.

m Arithmetic on polynomials of F,[X]/(X?°¢ + 1), where ¢ = 3329 (12 bits).
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Module Lattice Key-Encapsulation Mechanism (ML-KEM)

m Post-quantum Key-Encapsulation Mechanism.

m Standardized by NIST in 2024: FIPS 203.

m Relies on the hardness of Learning With Errors (LWE) over module lattices.
m Arithmetic on polynomials of F,[X]/(X?°¢ + 1), where ¢ = 3329 (12 bits).

Ciphertext compression = rounded integer rescaling to d bits

q
Compression reduces the size of ML-KEM ciphertexts by 20-30 %.

Input coefficients z2¢ Compressed coefs
E— = = .
zeF, = [0,q—1] z = compress,(z) e [0,2¢ — 1]




Masking against side-channel attacks

Masking counters side-channel attacks by splitting sensitive values into n > 2 shares.
m Each of the n shares is independent from the secret

m Recombining the shares gives back the secret zg xx1 *x - *xxp_1 =2

m * is a group operation, e.g. arithmetic sum mod ¢ or mod 2%, bit-wise exclusive-or

A gadget is the masked implementation of a given function.
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Masking counters side-channel attacks by splitting sensitive values into n > 2 shares.
m Each of the n shares is independent from the secret
m Recombining the shares gives back the secret zg xx1 *x - *xxp_1 =2

m * is a group operation, e.g. arithmetic sum mod ¢ or mod 2%, bit-wise exclusive-or

A gadget is the masked implementation of a given function.

The t-probing model — PINI composability

The t-probing model considers that attackers can place up to ¢ probes on wires of a
gadget, revealing its internal values.

Probe-Isolating Non-Interfering (PINI) gadgets are secure against n — 1 probes.
PINI gadgets can be trivially and securely composed into larger PINI gadgets.



ML-KEM compression must be protected

1-bit compression for message decoding (d = 1)

Noisy decrypted coefficient i o _ 1 bit of message
c=mi +ee0,q-1] CcOmPpress, m € {0,1}
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ML-KEM compression must be protected

1-bit compression for message decoding (d = 1)

Noisy decrypted coefficient i . _ 1 bit of message
c=mi +ee0,q-1] CcOmPpress, m € {0,1}

d-bit compression during reencryption (d € {4,5,10,11})

Received ] Shared secret
. Decrypt — m — Encrypt | compress,; —> .
ciphertext ¢ or rejection key

Y

Both operations process sensitive data
m The decrypted message (before/after decoding) is sensitive: message-recovery attack

m The re-encrypted ciphertext is sensitive: decryption-failure oracle




2 Er’(ft":c’;‘ifl;’,tﬂf'_‘KEM Workaround to masking the compression

compression Bos et al.’s decompressed comparison [BGR"21]

Masking the compression during reencryption is not strictly needed.

v

Received - Shared secret
. Decrypt =+ m — Encrypt | compress, .

ciphertext ¢ or rejection key

¥

Bos et al. [BGR'21] use a special comparison instead.

decompressRange,
Received Shared secret
. Decrypt - m —{ Encrypt .
ciphertext ¢ or rejection key

This solution only works because we don't actually need the compressed result.

Y

Y

A

[BGR*21] Bos et al. Masking Kyber: First- and higher-order implementations. TCHES 2021 /4.



High-order masked compression
Coron et al.’s [CGMZ23] extension of [FBR"22]

n—1 n—1 d n—1 d
- )2 2
z = compressd< E arz> = {(lzoml)w mod 2% ~ { E round,, (JCZ)—‘ mod 2¢
— q
=0

i=0 q

round,: Round to fixed-point value with « fractional bits

With o = [log,(ng)], rounding errors sum to € < n2~% < 1/q and the final result is correct.

o7 [FBRT22] Fritzmann et al. Masked accelerators and instruction set extensions for PQC. TCHES 2022/1.
[CGMZ23] Coron et al. High-order polynomial comparison and masking lattice-based encryption. TCHES 2023/1. 7
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n—1 n—1 d n—1 d
- )2 2
z = compressd< E arz> = {(zzo%)w mod 2% ~ { E round,, (JCZ)—‘ mod 2¢
— q
=0

i=0 q

round,: Round to fixed-point value with « fractional bits

With o = [log,(ng)], rounding errors sum to € < n2~% < 1/q and the final result is correct.

20 1 (Sl

H H A2B2d+u H H
Tn—1 —ﬁ COMPress ;. > > « Zn—1
- - -
Arithmetic sharing Arithmetic sharing Arith. to Boolean  Boolean sharings
modulo ¢ modulo 2¢4+¢ conversion  over d + a, then d bits

[FBR*22] Fritzmann et al. Masked accelerators and instruction set extensions for PQC. TCHES 2022/1.
[CGMZ23] Coron et al. High-order polynomial comparison and masking lattice-based encryption. TCHES 2023/1.




Our solution at : :
3 ihe first order Managing the compression error better

Fritzmann et al. and Coron et al. We keep track of the compression
reduce the error to a negligible level. error and correct it.
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0 Compress losslessly by storing the exact quantization error for each share z;.

Yi T . L(le‘i + T’i) / qJ mod Qd . g+l
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+ Sum all the quantization errors securely.
gx = Ezf?



Our solution at : :
3 ihe first order Managing the compression error better

Fritzmann et al. and Coron et al. We keep track of the compression
reduce the error to a negligible level. error and correct it.

Compress losslessly by storing the exact quantization error for each share z;.

Yi T . L(le‘i + T’i) / qJ mod Qd . o gqtl
} = DivMody(x) = { (2% +7;) mod g with Y r; = 45

K
Sum all the quantization errors securely.
gx = Ezf?

Check if the total error influences the result and correct for it.
¢ = |g-/q]; final result is z, = y. + ¢, mod 2d.

O+ @




Secure 1%*-order computation of the correction

Yo

T ——> DivMod,, 54 fo
—>
fi
=
&1 == DivMod, o n

Arithmetic share mod ¢ 1-bit Boolean share Arithmetic share mod 2¢




Secure 1%*-order computation of the correction

Yo

N,
7z
Ty —— DivMod,, 54 fo
=4
SecOverflow
fi q
=4
T == DivMod, 24 n
. >
Arithmetic share mod ¢ 1-bit Boolean share Arithmetic share mod 2¢

SecOverflow: sum and compare with ¢ using secure addition (SecAdd).

57




Secure 1%*-order computation of the correction

Yo

N,

7

To —— DivMod,, 5a fo o
=4 > —>

f SecOverflow,, B2Abitga e
=4 > —>
T == DivMod, 24 n
. >
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B2Abit: 1-bit Boolean-to-arithmetic conversion
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Secure 1%*-order computation of the correction

Yo

= 5.
>

To == DivMod, 54 | fo co| + mod2¢ —> 20
=4 > —>

f SecOverflow,, B2Abitga |, .

=4 > —>

T == DivMod, 24 n + mod 2¢ ——> 21
: 5.
>

Arithmetic share mod ¢ 1-bit Boolean share Arithmetic share mod 2¢

SecOverflow: sum and compare with ¢ using secure addition (SecAdd).

B2Abit: 1-bit Boolean-to-arithmetic conversion
73
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Generalization to

; High-order correction function
higher orders

> ./}‘J

The correction function for n shares must compute ¢ = {
q

We use a correction tree that sums the f; pair-wise, comparing the sum with q.
The order of the sharings grows progressively with the number of f; involved.

10



4 Generalization to

; High-order correction function
higher orders

The correction function for n shares must compute ¢ = {

qu i J

We use a correction tree that sums the f; pair-wise, comparing the sum with q.
The order of the sharings grows progressively with the number of f; involved.

A= |V Secure overflow modulo ¢, over m shares.

I SOvf : .

)%= a Output: v =[a + b > ¢| as a 1-bit Boolean sharing.

Q=] >V« Secure addition mod ¢ with modular-overflow output, over m shares.
bl SAdvy'

LS, . fv=Ja+b>=¢q] asa l-bit Boolean sharing,
Outputs: { s=a-+bmod g as a w-bit Boolean sharing.

10



Secure computation of high-order correction

238 o T 5T 2 <
w9 » B2A3, e 2
38 2 2 | 2 4 4 g
ﬁ : > B2A2d ] " B2A2d g
23 ~{B2A%. [ F+{B2A3, | 3
87 [ fo == 00— || T 8
P SAdvIl 2 Il G 3
¢ |7t s el 9
& 1 : E =
2 | o= : SAdvy [ ¢ 8
= fy | SAdvgl e ! °
c 3 :
S :
E f4 :}:LL" SAd 20, :
&= ) Vg E : 7
fs === d: LL?SAd - W,Svaq
f6 1 § : ’T"" Vq

- > - N
m 1-bit Boolean sharing w-bit Boolean sharing Arithmetic sharing mod 2¢




previous works

5 Comparison with Comparison with HOCompress [CGMZ23] I

Functional comparison

=z Output as arithmetic shares
vs. Boolean in previous works

Formal proof of security
at any order

0 More generic: arbitrary output
modulus, not only od

[CGMZ23] Coron et al. High-order polynomial comparison and masking lattice-based encryption. TCHES 2023/1. 12



previous works

5 Comparison with Comparison with HOCompress [CGMZ23] I

Functional comparison Performance comparison

Full cost comparison depends on many parameters.
Lower asymptotic complexity,

O(n?log q) vs O(n%(logq + logn))
Narrower arithmetic operations,
better hardware reuse thereof

=z Output as arithmetic shares
vs. Boolean in previous works

Formal proof of security
at any order

O More generic: arbitrary output

modulus, not only 27 Less costly at high order and/or high d

(+)
@ More costly at low order and/or low d
©
(+)

Less random bits for n > 3

[CGMZ23] Coron et al. High-order polynomial comparison and masking lattice-based encryption. TCHES 2023/1. 12




6 Conclusions

Our gadget for masked compression is ...

Conclusions

m an alternate method to do integer rescaling in a masked way
m based on the exact tracking of quantization error
m competitive with the state of the art

m typically more efficient with high order n and large d

®, Any question?

13
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Arithmetic operations

The width of the arithmetic operations differs.

Our work HOCompress
Number of divisions n n
Dividend (bits) d+ logq d+ 2logq+logn
Divisor (bits) log ¢ log g
Quotient (bits) d d+logq+ logn
Remainder (bits) log ¢ unused

Other arithmetic operations are on log ¢(+d) bits vs log g + d + logn for HOCompress.

16



Boolean operations

Boolean operations

Our work HOCompress HOCompress*

Number of operations  Complex dependency on n and d: see Table 1 of the paper for details

Width (bits) bitsliced d+log g+ logn bitsliced

HOCompress* = HOCompress with bitsliced A2B conversion from Bronchain & Cassiers

17



Boolean operations

Boolean operations

Our work HOCompress HOCompress*

Number of operations  Complex dependency on n and d: see Table 1 of the paper for details

Width (bits) bitsliced d+log g+ logn bitsliced

HOCompress* = HOCompress with bitsliced A2B conversion from Bronchain & Cassiers

Q More bit ops than HOCompress at low order and/or low d
O Less bit ops than HOCompress at high order and/or high d
O Less bit ops than HOCompress* for all cases

17




Cost comparison — d = 4

[ n ] algorithm random | div. ops [ div. size | arith. ops. | Bool. ops |
SecRescale 164 2016 - 12 — 4(12) 15| 3390x1 = 3390

2 | HOCompress 17 2(29+12 — 17 7 92x17= 1564
HOCompress* 272 2129+12 = 17 7 4452x1 = 4452
SecRescale 824 3116 =12 — 4(12) 40| 11992x1 = 11992

3| HOCompress 1044 3130+12 — 18 10 590x 18 = 10620
HOCompress* 1224 3130+12 — 18 10] 16483x1 = 16483
SecRescale 1804 4116 =12 — 4(12) 69| 23908x1 = 23908

4| HOCompress 2052 4130 +12 — 18 13] 1066x18 = 19188
HOCompress* 2448 4130 +12 — 18 131 31024x1 = 31024
SecRescale 7896 7116 +12 — 4(12) 231 | 90684x1 = 90684

7 | HOCompress 11153 7131 +12 — 19 22| 4553x19 = 86507
HOCompress* | 11286 7131+12— 19 221129028 x1 = 129028
SecRescale 10840 8116 -12 — 4(12) 298 1121960x1 = 121960

8 | HOCompress 14820 8131 +12—19 25| B912x19 = 112328
HOCompress* | 15048 8131 +12—19 251169608x1 = 169608




Cost comparison — d = 11

[ n ] algorithm random | div. ops [ div. size | arith. ops. | Bool. ops |
SecRescale 178 2023 +12 — 11(12) 15| 3390x1 = 3390

2 | HOCompress 24 2(36+12— 24 7 127x24 = 3048
HOCompress* 552 213612 — 24 7 8974x1 = 8974
SecRescale 880 3123 +12 —11(12) 40| 11992x1 = 11992

3 |HOCompress 1975 3137+12 — 25 10 814x25 = 20350
HOCompress* 2400 3(37+12 = 25 10] 32170x1 = 32170
SecRescale 1916 4123 +12 — 11(12) 69| 23908x1 = 23908

4| HOCompress 3900 4137+12— 25 131 1472x25 = 36800
HOCompress* 4800 4137+12 = 25 [3] 60592x1 = 60592
SecRescale 8358 7123 +12 — 11(12) 231 | 90684x1 = 90684

7 | HOCompress 20722 7138 +12 — 26 22| 6212x26 = 161512
HOCompress* | 21450 713812 — 26 221244640x1 = 244640
SecRescale 11456 8123 +12 — 11(12) 298 1121960x1 = 121960

8 | HOCompress 27560 8138 +12 — 26 25 8068 %26 = 209768
HOCompress* | 28600 8138 +12 — 26 251321648x1 = 321648




	Preliminaries
	Previous art on protecting ML-KEM compression
	Our solution at the first order
	Generalization to higher orders
	Comparison with previous works
	Conclusions
	Appendix

