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Abstract. The imminent threat of quantum computing has catalyzed a
global migration to Post-Quantum Cryptography (PQC), guided by the
U.S. National Institute of Standards and Technology (NIST) standard-
ization process. While these new cryptographic algorithms are designed
for mathematical resilience against quantum adversaries, their physical
implementations expose a critical vulnerability to Side-Channel Attacks
(SCAs). This threat is fundamentally amplified by Artificial Intelligence
(AI), which has transformed the adversary model from one requiring sta-
tistical analysis of numerous device interactions to one capable of potent,
sometimes single-trace, key extraction. This paper presents a systematic
literature review (SLR) mapping the collision of AI-driven SCAs with
the first cohort of NIST-selected PQC standards: CRYSTALS-Kyber,
CRYSTALS-Dilithium, SPHINCS+, Falcon,and HQC. From the syn-
thesized literature, we provide a structured synthesis of attacks by linking
specific AI methodologies to the unique vulnerabilities in each crypto-
graphic family, such as the repetitive arithmetic in lattice-based schemes.
Our analysis reveals three prevailing trends: the rise of practical single-
trace and low-trace attacks; the growing ability of deep-learning models
to bypass low-strength masking, shuffling, noise, and jitter; and the con-
tinued absence of standardized benchmarks, which forces studies to rely
on ad-hoc labeling and heterogeneous evaluation setups.

Keywords: Post-Quantum Cryptography · PQC · Side-Channel Analy-
sis · SCA · Artificial Intelligence · AI · Machine Learning · Deep Learning
· NIST PQC Standardization · ML-KEM · CRYSTALS-Kyber · ML-DSA
· CRYSTALS-Dilithium · FN-DSA · Falcon · SLH-DSA · SPHINCS+ ·
HQC.
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1 Introduction

Modern digital infrastructure relies on public-key cryptography (PKC) schemes
such as RSA and Elliptic Curve Cryptography (ECC), whose security stems from
problems that are classically hard to solve [73]. Large-scale quantum computers
running Shor’s algorithm threaten this foundation by solving those problems in
polynomial time [74]. To anticipate that “quantum day,” the U.S. National In-
stitute of Standards and Technology (NIST) launched an open competition to
standardize quantum-resistant algorithms [51]. In 2022, NIST announced Ky-
ber for public-key encryption and Dilithium for signatures, adding Falcon and
SPHINCS+ as alternatives, while the code-based HQC remains under evalua-
tion in the fourth round [3,22,4]. A summary of the algorithms considered in this
review is provided in Table 7 of the online supplementary material [44].

Mathematical soundness alone does not guarantee security. PQC schemes
must run on physical devices that leak information via side channels such as
timing, power consumption, and electromagnetic emanations [41,14]. These leak-
ages let adversaries bypass theoretical guarantees by recovering keys from real
deployments [67]. NIST therefore required side-channel resilience throughout the
PQC evaluation process [1], effectively crowdsourcing a global red-team exercise.
Discoveries such as the Falcon-targeting attacks [35] were treated as valuable
feedback that shaped countermeasures, while several candidates, summarized in
Table 8 of the online supplementary material [44], were eliminated after practical
implementation-level breaks. PQC’s novel arithmetic widens the attack surface,
making practical defenses a primary concern.

Side-channel analysis itself is being transformed by Artificial Intelligence
(AI). Profiled attacks can be cast as supervised learning where traces are features
and secret-dependent intermediates act as labels [15]. Deep learning—especially
MLP- and CNN-based classifiers—learns leakage patterns directly from raw
traces, eliminating much of the manual feature engineering required by clas-
sical statistics [45]. These models regularly defeat masking, shuffling, and other
countermeasures by exploiting residual higher-order dependencies [60]. The inte-
gration of AI therefore lowers the barrier to executing high-efficacy attacks and
must be assumed in any realistic threat model [67,30].

This systematic literature review (SLR) maps AI-driven side-channel attacks
against Kyber, Dilithium, Falcon, SPHINCS+, and HQC. We focus on peer-
reviewed or IACR ePrint-style works describing practical attacks that leverage
Machine Learning, Deep Learning, or related modern AI techniques. Our re-
search questions are:

– RQ1: What are the modern AI techniques most commonly used in side-
channel attacks against PQC selected algorithms?

– RQ2: What are the targeted cryptographic operations and leakage sources
in these attacks?

– RQ3: What are the attack scenarios, evaluation metrics, and experimental
setups employed?

– RQ4: Which attack trends, research gaps, and challenges emerge from the
synthesized data?
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The remainder of this SLR is organized as follows. Section 2 provides back-
ground. Sections 3-4 follow the Kitchenham protocol [38,39] to detail the method-
ology and study selection. Sections 5 review related surveys. Section 6 report and
synthesize the results with our taxonomy and analysis. Section 7 concludes and
outlines future work.

2 Theoretical Background

Large-scale quantum computers pose a direct threat to modern public-key cryp-
tography because Shor’s algorithm can factor RSA moduli and solve elliptic-
curve discrete logarithms in polynomial time [73,74,63,24], while Grover’s algo-
rithm quadratically accelerates brute-force search on symmetric primitives [25].
In contrast to symmetric schemes—which can be repaired by doubling key
sizes—public-key systems such as RSA, Diffie-Hellman and ECC offer no vi-
able parameter scale-up once a cryptanalytically relevant quantum computer
becomes available. This creates an urgent need for post-quantum cryptography
(PQC) [51], particularly for protecting long-term confidentiality against “har-
vest now, decrypt later” adversaries who can store encrypted data today and
decrypt it once quantum capabilities mature [16,80,47]. More broadly, quantum
algorithms fundamentally challenge assumptions underlying classical complexity
theory [19,61,12,49], reinforcing the necessity of transitioning to cryptographic
schemes whose security does not collapse under quantum computation.

Post-quantum cryptography (PQC) aims to provide cryptographic primitives
secure against both classical and quantum adversaries [12,88]. Unlike quantum
cryptography, PQC algorithms are classical and designed to run efficiently on
existing processors [49,19]. Their security is based on mathematical problems
for which no quantum algorithm is known to provide exponential speedups, in
contrast to the integer factorization and discrete logarithm problems broken
by Shor’s algorithm. The main families of PQC include lattice-based schemes
grounded in problems such as SVP, LWE and Module-LWE [8,9,3,54,67]; code-
based ([59,58]) cryptography originating with McEliece’s 1978 system [48]; hash-
based signatures built from minimal and well-understood assumptions [7,12]; as
well as multivariate and isogeny-based constructions [31,71]. These families offer
complementary trade-offs in security reductions, key sizes and implementation
characteristics, and collectively form the foundation of quantum-resistant cryp-
tography.

To orchestrate a global and transparent transition to PQC, NIST launched
its public standardization process in 2016 through an open call for propos-
als [51,50,76]. From 69 complete submissions entering Round 1 [2], candidates
were evaluated under criteria encompassing security (including resistance to clas-
sical, quantum and side-channel attacks) [53,1], cost and performance across
platforms [52], and practical considerations such as design simplicity, IP sta-
tus and implementability. After multiple competitive rounds, NIST selected a
diverse portfolio for standardization: ML-KEM/CRYSTALS-Kyber for key es-
tablishment [55,56,8]; ML-DSA/CRYSTALS-Dilithium as the primary signature
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scheme [54,56,9]; FN-DSA/Falcon for compact signatures based on NTRU lat-
tices [3,59,21,35]; and SLH-DSA/SPHINCS+ as a conservative, stateless hash-
based alternative [57,56,7]. In March 2025, NIST further expanded the portfo-
lio by selecting HQC as a code-based KEM [59,58,62,22],adding a non-lattice
standard whose security relies on the hardness of quasi-cyclic syndrome decod-
ing and whose design offers well-analyzed decryption-failure behavior and long-
studied code-based security. These five algorithms—Kyber, Dilithium, Falcon,
SPHINCS+, and HQC—constitute the standardized suite that will secure next-
generation communication systems in the presence of quantum-capable adver-
saries.

While the theoretical security of a cryptographic primitive rests on its math-
ematical hardness, its practical security depends on the behavior of its physical
implementation. Executing an algorithm on real hardware inevitably produces
side effects—power consumption, electromagnetic (EM) radiation, and timing
variations—that correlate with the secret-dependent internal state [89,41]. Side-
channel attacks (SCA) exploit these leakages to recover long-term keys, often
completely bypassing the underlying cryptographic assumptions.

Side-channel attacks fall into non-profiled and profiled categories. Non-
profiled attacks operate directly on the target and typically require many
traces to exploit weak leakage: Simple Power Analysis (SPA) inspects individ-
ual traces for coarse patterns such as square-and-multiply in RSA [40,41], while
Differential Power Analysis (DPA) and Correlation Power Analysis (CPA) apply
statistical tests by partitioning traces or correlating hypothetical leakage models
with measurements [41,14,42]. Profiled attacks assume access to an identical
device and proceed in a profiling and attack phase [15]; Template Attacks model
leakage with multivariate Gaussians and can succeed with a single well-profiled
trace [15,94]. Profiled AI-based attacks extend this paradigm by using ML
and DL models to learn complex, non-linear leakage distributions, improving
robustness to noise and enabling efficient key recovery against increasingly pro-
tected implementations. See Table 1.

Building on these attack capabilities, countermeasures against SCA op-
erate at software and hardware levels and attempt either to remove secret-
dependent behavior or to randomize it so that leakage becomes statistically
ineffective. Software protections dominate PQC libraries due to portability:
masking splits sensitive variables into random shares [60,70], shuffling random-
izes operation order to induce desynchronization [60,82], constant-time coding
removes timing and cache dependencies [40,11,5], and blinding decorrelates inter-
mediate values [10,36]. Hardware techniques offer stronger leakage suppres-
sion, including balanced or equalizing logic and netlist-level augmentation [78,6],
on-chip noise injection via CPNGs [79], and desynchronization through random-
ized clocking and jitter [72]. For PQC specifically, hardware-efficient shuffling
schemes such as optimized Fisher–Yates for Kyber reduce alignment leakage at
low cost [92], while adaptive FPGA mitigation using Dynamic Partial Reconfig-
uration (DPR) combined with DL-based monitoring disrupts attacker profiling
and enables proactive protection [13]. Despite their effectiveness, these counter-
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Table 1. Modern AI-based models applied in SCAs against PQC algorithms.

Classical Random Forest [68,64]
Ensemble of decision trees that models complex non-linear decision boundaries.

Reinforcement /
Decision

Deep Q-Network (DQN) [87]
Neural agent that learns optimal actions through value-based reinforcement learning.

Deep / Neural Convolutional Neural Network (CNN) [69,81,28,77,17,65,66]
Learns hierarchical spatial features from grid-structured data.

Recurrent Neural Network (RNN) [23]
Captures temporal dependencies in sequential data.

Multi-Layer Perceptron (MLP) [33,20,23,29,32,34,83,93,69,81,26,46,85,84,37,18]
Feedforward network that learns discriminative representations via dense layers.

Graph Neural Network (GNN) [75]
Learns from data represented as graphs by propagating information across nodes.

Large Language Model (LLM) [96,75]
Transformer model trained on large corpora for language understanding and generation.

Deep Neural Network (DNN) [86]
General multi-layer architecture that extracts increasingly abstract features.

measures are not free—many incur notable performance, area, randomness, or
implementation overheads—and recent research shows that some classical pro-
tections can be partially or fully defeated by modern AI-based SCAs, which
learn to bypass masking, undo shuffling, or exploit residual microarchitectural
leakage [60,20,17,32].

3 Review Methodology

This chapter delineates the systematic methodology employed to identify, select,
appraise, and synthesize the existing body of literature concerning the applica-
tion of Artificial Intelligence (AI) techniques to conduct Side-Channel Attacks
(SCAs) against the cryptographic algorithms standardized or finalized by the
NIST Post-Quantum Cryptography (PQC) project. The protocol is designed to
be transparent, replicable, and rigorous, following the guidelines for systematic
literature reviews proposed by Kitchenham and Charters [38,39], ensuring the
resulting review is comprehensive and unbiased. The review process is structured
into three primary phases: planning, conducting, and reporting [38]. This section
details the first two phases.

3.1 Search Strategy

A multi-stage search strategy was executed to ensure a comprehensive and un-
biased collection of relevant primary studies. The search was concluded on the
cutoff date of August 16, 2025.

Database Selection The selection of information sources is critical for captur-
ing high-quality, peer-reviewed research in this fast-moving field. The following
digital libraries and archives were chosen based on their prevalence as publication
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venues for top-tier cryptography, hardware security, and computer security re-
search: IEEE Xplore:, ACM Digital Library:, Engineering Village:, Sci-
enceDirect & Scopus:, SpringerLink (including LNCS):, IACR ePrint
Archive:. Further details are provided in Subsection Databases Used of the
online supplementary material [44].

Search String The Population, Intervention and Context keywords from the
PICOC [91] framework (see Table 1 in the online supplementary material [44])
were combined using Boolean operators (AND, OR) to form the final search
query depicted in Figure 1.

Fig. 1. Base search string.

("post -quantum cryptography" OR "PQC" OR "quantum -resistant"
↪→ OR "Kyber" OR "Dilithium" OR "SPHINCS +" OR
↪→ "F\textsc{alcon }" OR "Hamming -Quasi -Cyclic" OR
↪→ "ML -KEM" OR "ML-DSA" OR "SLH -DSA" OR "FN-DSA" OR
↪→ "HQC")

AND
(" artificial intelligence" OR "AI" OR "machine learning" OR

↪→ "ML" OR "deep learning" OR "DL" OR "neural network"
↪→ OR "CNN" OR "reinforcement learning" OR "generative
↪→ AI" OR "transformer" OR "generative adversarial
↪→ network" OR "GAN" OR "recurrent neural network" OR
↪→ "RNN" OR "support vector machine" OR "SVM" OR
↪→ "gradient boosting" OR "random forest" OR "graph
↪→ neural network" OR "GNN" OR "computational
↪→ intelligence" OR "data mining" OR "predictive
↪→ modeling ")

AND
("side -channel" OR "side channel" OR "SCA" OR "power

↪→ analysis" OR "timing attack" OR "electromagnetic
↪→ analysis" )

To enhance the precision of the search and ensure the relevance of the re-
trieved studies, the query was executed against the title, abstract, and keyword
fields of the articles within the selected databases. The final string was designed
to be adaptable to the specific syntax of each database.

3.2 Gold Set Validation

To validate the effectiveness of the search strategy, a “Gold Set” [95] of known
relevant studies was used. The complete list of Gold Set papers is provided in
Table 2 of the online supplementary material [44].
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3.3 Study Selection Criteria and Process

The screening process was conducted in two main phases by two independent
reviewers: a title and abstract screening, followed by a full-text screening. Any
disagreements were resolved through discussion to reach a consensus. The criteria
is detailed in Table 2.

Table 2. Inclusion and Exclusion Criteria

Criteria Inclusion
(Must Have)

Exclusion
(Must Not Have)

Subject
Matter

The study must describe a side-channel attack
that uses an AI/ML/DL model as the primary
distinguisher or analysis tool.

The study describes a conventional SCA (e.g.,
CPA, TA) without an AI/ML component. The
study describes a different type of attack (e.g.,
fault injection, cryptanalysis). The study is
about AI security in general, not SCA.

Target
Algorithm

The target of the attack must be an
implementation of a NIST PQC Round 4 finalist
or a standardized algorithm (Kyber, Dilithium,
SPHINCS+, Falcon, HQC, etc.).

The target is exclusively a pre-quantum
algorithm (e.g., AES, RSA) UNLESS the
technique is explicitly presented as a
foundational method later applied to PQC in
other works.

Publication
Type

The study must be a full-text, peer-reviewed
research paper (journal, conference, or
workshop) or a relevant technical pre-print (e.g.,
from IACR ePrint).

The publication is a poster, abstract,
presentation slide deck, editorial, or summary
without sufficient technical detail.

Language The study must be written in English. The study is written in any language other than
English.

Availability The full text of the study must be accessible. The full text cannot be obtained.

3.4 Quality Assessment Checklist

Each included study was evaluated for rigor, validity, and risk of bias following es-
tablished SLR guidelines [38]. The criteria used appear in Table 3. A three-point
scale was applied to each item—1.0 (Yes), 0.5 (Partially), and 0.0 (No)—to
provide a quantitative indication of methodological completeness [39]. No study
was excluded based on its score; the assessment is used solely to contextualize
and interpret the strength of the evidence across the reviewed literature.

3.5 Data Extraction Form

A data extraction form was designed to systematically collect relevant infor-
mation from each included study. This structured approach, detailed in Table
4, ensures consistency and facilitates the aggregation and comparison of data
across studies to answer the research questions. Systematically documenting
study characteristics and findings in this manner is a crucial step that sup-
ports clarity, precise reporting, and the ability to replicate the examination, as
mandated by SLR guidelines [38].
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Table 3. Quality Assessment Checklist

QA# Quality Assessment Question

QA1 Are the research objectives and attack goals clearly stated?
QA2 Is the target PQC algorithm, implementation (software/hardware), and platform described in sufficient

detail to allow for replication?
QA3 Is the side-channel data acquisition setup (e.g., equipment, sampling rate, number of traces) clearly docu-

mented?
QA4 Are the AI/ML model architecture, hyperparameters, and training process adequately specified?
QA5 Are the results evaluated using standard, appropriate metrics for both SCA (e.g., Guessing Entropy, Success

Rate) and ML (e.g., accuracy, loss)?
QA6 Does the study discuss its limitations and potential threats to the validity of its findings?
QA7 Is the source code or dataset made publicly available to support reproducibility?

4 Study Selection

This section presents the findings obtained by executing the review protocol de-
tailed in the previous section. We begin by reporting the results of the literature
search and selection process, followed by a summary of the quality assessment.
Then we synthesize the key findings from the selected primary studies, focus-
ing on the most relevant trends and insights regarding AI-based side-channel
attacks against post-quantum cryptographic algorithms. The section concludes
with a bibliometric analysis derived from the data systematically collected from
the final set of primary studies.

4.1 Literature Search and Initial Results

The initial phase of the systematic literature review consisted of querying seven
electronic databases: IEEE Xplore, ACM Digital Library, Engineering Village,
ScienceDirect, Springer Link, the IACR ePrint Archive, and Scopus. This com-
prehensive search strategy yielded a total of 1,495 articles. A subsequent de-
duplication process eliminated 157 duplicate records, resulting in a set of 1,338
unique primary studies.

These studies were then assessed according to the predefined inclusion and
exclusion criteria. As shown in Table 5, the majority of records originated from
Springer Link (1,000), followed by ScienceDirect (175) and Engineering Village
(89). After de-duplication, Springer Link contributed 990 unique entries, while
IEEE Xplore and ScienceDirect accounted for 60 and 175 unique entries, respec-
tively.

During the screening process, nine articles were excluded due to lack
of access, leaving 1,329 accessible papers for further evaluation. Of these,
27 were identified as potentially relevant and subsequently confirmed as
the final set of 27 selected studies for detailed analysis.

4.2 Quality Assessment Results

The Quality Assessment Checklist defined in the methodology (Table 3) have
been applied to all 27 selected primary studies. The purpose of this step was not
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Table 4. Data Extraction Form

Category Data Field Description

Bibliographic
Data

Study ID Unique identifier for the study within this SLR.
Authors & Year Authors and publication year.
Title & Venue Full title and publication venue (e.g., TCHES 2025).

PQC Target
Details

PQC Algorithm Kyber, Dilithium, SPHINCS+, Falcon, HQC.
Security Level e.g., NIST Level 1 (Kyber-512), Level 3, Level 5.
Attack Vector e.g. Re-encrption of Decriptation,

Fujisaki–Okamoto (FO) transformation, etc...
Implementation Type FPGA, ASIC, RTL, Software.
Target Platform 8-bit AVR, ARM Cortex-M4, Artix-7 FPGA.
Target Platform Details The specific processor, board or setup.
Countermeasures None, Masking, Shuffling, Hiding, Constant-Time,

Anti-tampering or a combination.
Countermeasures Details e.g. Masking order.

Side-Channel
Context

Side-Channel Type Power, Electromagnetic (EM), Timing.
Fault Injection Yes or No.
Tool Setup. e.g. ChipWhisperer, Ociloscope, etc...

AI/ML
Intervention

Model Type e.g., CNN, MLP, SVM, RNN.
Model Details Key details (e.g., number of layers, filter sizes for CNNs).
Profiling Traces Number of traces used for training the model.
Attack Traces Number of traces used to perform the key recovery attack.

Attack
Outcome

Primary Metric Guessing Entropy (GE), Success Rate (SR), Key Rank.
Result The reported value of the primary metric

(e.g., "GE drops to 0 after 50 traces").
Key Findings A qualitative summary of the main conclusions drawn by the

authors.

to exclude low-quality papers, but to provide a systematic appraisal of the rigor
of the included research and to inform the data synthesis phase.

The complete quality assessment results (Table 9) are available in the online
supplementary material [44]. The results show that a large majority of papers
(23 out of 27) scored 5.0 or higher. The most common reason for a score below
7 was the missing of source code or dataset to allow replication (QA7).

5 Related Works

The paper by Hernández-Álvarez et al. [27] surveys recent AI-based side-
channel attacks targeting the NIST-standardized PQC schemes CRYSTALS-
Kyber and CRYSTALS-Dilithium. It reviews the cryptographic structures of
both algorithms, identifies specific implementation components susceptible to
leakage (e.g., Kyber’s Encode and re-encryption steps, Dilithium’s NTT and
bit-unpacking), and summarizes how machine-learning models—primarily MLPs
and clustering techniques—are used to recover messages or secret keys from
power or EM traces. The work provides algorithmic details, attack configura-
tions, and comparative performance results across several profiling attacks.
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Table 5. Summary of the Study Selection Process by Source

Source Found Unique* No
Access

Potentially
Relevant

Selected

IEEE Xplore 61 60 0 10 10
ACM Digital Library 5 3 0 1 1
Engineering Village 89 54 4 3 3
ScienceDirect 175 175 0 1 1
Springer Link 1000 990 5 2 2
IACR ePrint Archive 56 36 0 7 7
Scopus 109 20 0 3 3

Total 1495 1338 9 27 27

(*) After de-duplication process Cutoff date of August 2025

The work by Li [43] provides an extensive review of attacks targeting
CRYSTALS-Kyber, covering common cryptanalytic attacks, side-channel at-
tacks, SCA-assisted chosen-ciphertext attacks, and fault-injection techniques. It
summarizes the feasibility of timing, SASCA, message-encoding attacks, deep-
learning-based attacks, LDPC-based frameworks, EM-based plaintext-checking
oracles, CPA on NTT operations, and fault attacks such as Roulette and error-
tolerant key recovery. The survey highlights that several attacks—including DL-
based single-trace methods and fault-injection approaches—remain effective even
against protected or masked implementations, underscoring the evolving threat
landscape around Kyber.

Ravi et al. [67] present a comprehensive survey of side-channel and fault-
injection attacks on lattice-based post-quantum schemes, focusing primarily
on CRYSTALS-Kyber and CRYSTALS-Dilithium. The work categorizes tim-
ing attacks, power and electromagnetic analysis, chosen-ciphertext side-channel
attacks, and a range of fault-based key-recovery methods, while also report-
ing new experimental results illustrating the feasibility of practical attacks on
constrained hardware. The survey highlights how both classical and modern
techniques—spanning DPA/CPA, template attacks, and fault-based perturba-
tions—can compromise implementations of leading PQC algorithms when pro-
tections are insufficient.

Despite their breadth, these surveys do not answer our research questions
because they lack a systematic, AI-focused synthesis: they do not categorize
modern AI techniques used in PQC SCAs (RQ1), generalize targeted operations
and leakage sources (RQ2), or extract comparable attack scenarios, metrics, and
setups (RQ3), nor do they identify cross-paper trends or research gaps (RQ4).
Moreover, all three works date from 2023-2024, and research in AI-based PQC
side-channel analysis has been growing at a pace that effectively doubles each
year, making their coverage increasingly outdated.
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6 Synthesis of Key Findings

6.1 RQ1: What are the modern AI techniques most commonly used
in side-channel attacks against PQC selected algorithms?

Figure 2 show that the overwhelming majority of AI-based PQC side-channel
attacks rely on Multi-Layer Perceptrons (MLPs) and Convolutional Neural Net-
works (CNNs), which together constitute the core of practical deep-learning
SCAs. MLPs appear most frequently and remain the default architecture for
message and key recovery across Kyber and Dilithium due to their simplicity,
efficiency, and strong performance on segmented or weakly structured leakage.
CNNs form the second major class and achieve some of the best distinguishers
in scenarios where spatially structured leakage is present. Notably, Rezaeezade
et al. [69] report that a CNN outperforms an MLP under identical blind-SCA
conditions; however, such isolated results cannot be generalized because mean-
ingful model-to-model comparison is hindered by heterogeneous leakage condi-
tions, countermeasure settings, labeling strategies, and evaluation methodolo-
gies across the literature. Beyond these two dominant families, other AI mod-
els—including Random Forests, DNNs, RNNs, GNNs, and DQN-based re-
inforcement learners—appear far less frequently and typically serve specialized
roles such as segmentation, oracle construction, or leakage assessment rather
than full key recovery. Overall, current evidence indicates a clear consolida-
tion around deep feed-forward and convolutional models as the most commonly
used AI techniques in PQC-focused SCAs. Finally, Zhou et al. [96] demonstrate
that, with carefully engineered expert prompts, even a general-purpose LLM
(ChatGPT) can perform operation-type classification well enough to enable full
private-key recovery. Table 1 complements this synthesis by detailing each model
category alongside its associated references.

Fig. 2. Distribution of AI-based attacks.
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6.2 RQ2: What are the targeted cryptographic operations and
leakage sources in these attacks?

Across the surveyed literature, AI-based side-channel attacks concentrate over-
whelmingly on decapsulation for Kyber and signing for Dilithium, reflecting the
operations where secret-dependent arithmetic is most exposed.

For Kyber, attacks commonly target the message or coefficient encod-
ing pipeline—including polytomsg, masked message encoding, and FO-based
re-encryption—as well as NTT/INTT-related arithmetic, coefficient multi-
plications, and PRF evaluations used for re-encryption or oracle construc-
tion [83,23,29,32,34,28,81,17,77]. The labels used for learning typically encode
message bits (e.g., HD(m[i-1],m[i]) or HW(msg byte)), secret-key coefficients,
PRF input classes, or oracle outcomes distinguishing valid vs. random ci-
phertexts [33,29,34,69,77,93]. These operations frequently leak through struc-
tured patterns in modular reductions, byte-wise encodings, or reference-versus-
random comparisons, enabling both message recovery and full secret-key extrac-
tion [93,32,28,23,83,34].

For Dilithium, the primary targets include NTT, INTT, Montgomery re-
duction, sampling, addition/rounding, and unpacking of t0 and secret polynomi-
als during signing [26,46,85,84,37,65,66]. Correspondingly, labels often represent
coefficient values (e.g., −2..2), LSBs of t0, s1/s2 coefficients, or sparsity/zero-
nonzero patterns of sampled vectors [85,84,26,46]. These operations leak coef-
ficient magnitudes, polynomial structure, or sign information that AI models
can learn from segmented traces [26,85,65,66]. Leakage sources span power, EM,
FPGA-level switching activity, RTL simulations, and oracle outputs, covering
both unmasked and first-order masked implementations [37,75,77].

For HQC, the literature contains only analytical discussion rather than a
realized AI-based attack. Works studying FO-based re-encryption leakage (e.g.,
PRF execution during equality checking) note that HQC uses SHAKE during
re-encryption, and that leakage in this component could—in principle—enable
a plaintext-checking oracle [81].

For Falcon, AI models target leakage from CDT sampling, using labels
that represent sampling outcomes or comparison results, enabling high-accuracy
leakage classification; however, no key recovery has been achieved [18].

6.3 RQ3: What are the attack scenarios, evaluation metrics, and
experimental setups employed?

Across the surveyed literature, AI-based side-channel attacks on NIST-selected
PQC schemes fall into a small set of recurring scenarios, with clear patterns in
how traces, labels, and auxiliary oracles are used.

Attack Scenarios

– Profiling SCA (dominant setting). The attacker collects labeled
traces on a profiling device and applies the trained model to a tar-
get device. This setting underlies most Kyber and Dilithium attacks,
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including message recovery, coefficient recovery, and full key extrac-
tion [26,46,83,85,84,34,33,28,23].

– Blind or device-agnostic SCA. Attacks where labels are absent (e.g.,
MC-labeling via GMMs) or where training and target devices differ. Evalu-
ation is performed using guessing entropy (GE) or rank metrics, with CNNs
outperforming MLPs in blind Kyber SCA [69].

– Oracle-assisted scenarios. Leakage from PRF-based re-encryption en-
ables binary or multi-valued plaintext-checking oracles that drive adaptive
decryption [81,77]. Belief-propagation analysis [64] formalizes how such ora-
cles propagate constraints in CCA-secure KEMs.

– Fault-assisted SCA. Voltage glitches and desynchronization faults bypass
protections such as shuffling, enabling single-trace attacks on Kyber decap-
sulation [32].

Evaluation Metrics

– Bit-level accuracy. Used when predicting labels such as HD(m[i−1],m[i]),
HW(msg), or sampled bits from arithmetic stages [33,32].

– Coefficient-recovery rates. Accuracy over secret polynomials (s0, s1, s2)
or over unpacked coefficients (e.g., t0 LSBs) during Dilithium and Kyber
signing/decapsulation [26,85,84].

– Message-recovery probability. Particularly relevant in Kyber decap-
sulation, sometimes boosted by enumeration or majority voting (e.g.,
0.887→0.969 under 32/64-bit enumeration) [32].

– Full key-recovery success. Reported rates range from single-trace partial
recovery (9% for Dilithium-2 under restrictive assumptions) to 100% recovery
with enough traces or signatures [46,83,37].

– Guessing Entropy (GE). Used in blind-SCA; CNNs achieve GE=2.01 vs.
GE=9.2 for MLP under identical labeling noise [69].

– Oracle reliability and query complexity. Evaluated via PRF-classifier
accuracy, ciphertext-validity prediction accuracy, and the number of required
oracle queries, e.g., multi-valued PC oracles in Tanaka et al. [77] and analysis
of contraction propagation in [64].

Experimental Setups

– Target Platforms. Common setups include ARM Cortex-M4 microcon-
trollers [26,46,83,85,84,28,69], FPGA implementations [34,33], RTL-level
simulations and power models [75], and full EM benches [17,81]. ChipWhis-
perer is widely used for synchronized trace capture [32,23].

– Trace Acquisition. Profiling involves from 1k to over 500k traces, with
segmentation yielding 255k–2.56M labeled samples for training [33,32,23].
Some works rely on oscilloscopes or EM probes (hundreds of MS/s to
multi-GS/s) to capture high-frequency leakage that ChipWhisperer cannot
resolve [18,29,81,17].
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– Trace Windowing and Sampling. MLPs typically use 400–800-sample
windows, whereas CNNs operate on 600-sample windows or full-length traces
(e.g., 100k EM samples) [28,17].

– Training Methodology. Most works train neural distinguishers us-
ing standard deep-learning optimizers such as Adam [29,37,66,18,83,65],
Nadam [23,34,20,32,85,33], or RMSprop [23,28], depending on the architec-
ture and task.

Countermeasure Context

– Masking. First- to fifth-order masking is evaluated across Kyber and
Dilithium, with attacks demonstrating partial or full key recovery even in
masked settings [20,33,29,23,37].

– Hiding techniques. Shuffling, random delays, artificial noise, and clock
jitter are commonly assessed; accuracy may drop from 88% to below 1%
under strong jitter [29].

– Structural protections. These include constant-time implementations,
anti-tamper covers used in EM settings [17], TI masking in hardware [81],
and RTL-level leakage mitigation [75].

Overall, AI-based SCAs are conducted under profiling-heavy, high-trace-
volume experimental setups, evaluated through accuracy-, rank-, and oracle-
centric metrics, and deployed on diverse hardware platforms ranging from em-
bedded microcontrollers to EM benches and RTL simulations. Despite heteroge-
neous conditions, a consistent methodology emerges: fine-grained segmentation,
supervised learning pipelines, and multi-metric reporting tied to message recov-
ery, coefficient correctness, and end-to-end key extraction.

6.4 RQ4: Which attack trends, research gaps, and challenges
emerge from the synthesized data?

The surveyed literature reveals a clear upward trend in AI-based side-channel
attacks on post-quantum cryptographic schemes. As illustrated in Figure 3, pub-
lication activity remained low in 2020-2022 but increased sharply from 2023 on-
ward, reaching a peak of ten works in 2024. Despite 2025 being incomplete, the
current publication rate of approximately 0.75 works per month already exceeds
earlier years by a wide margin. This growth reflects both increasing maturity in
attack methodology and expanding interest in evaluating the practical resilience
of lattice-based schemes beyond their algorithmic security guarantees

A second trend is the consolidation around deep-learning profiling at-
tacks—particularly MLPs and CNNs—which continue to dominate successful
key-recovery demonstrations. These models support single-trace or low-trace ad-
versaries, remain effective even under masking, shuffling, noise, jitter, and anti-
tamper covers, and exploit structured leakage in encoding pipelines, PRF-based
re-encryption, NTT/INTT arithmetic, and sampling. Simultaneously, blind-SCA
and device-agnostic settings are becoming more prominent, with noisy-label
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Fig. 3. Number of Publications per Year with Monthly Average
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pipelines, GMM-based MC-labeling, ciphertext-knowledge augmentation, and
reinforcement-learning-based segmentation reducing the need for precise labels
or manual trace engineering.

A recurring limitation across the surveyed literature is that, although sev-
eral works do evaluate attacks against combinations of countermeasures—most
commonly first-order masking together with shuffling, artificial noise, or clock jit-
ter—these combinations remain relatively lightweight. No study analyzes higher-
order masking combined with stronger hiding strategies, nor do they consider
more entropy-rich variants of these protections (e.g., polynomial-level coefficient
shuffling, high-variance randomized delays, or diversified execution paths). Ex-
isting attacks therefore demonstrate that AI models can bypass specific low-
strength combinations, but they do not provide evidence regarding the robust-
ness of such attacks when countermeasures are jointly deployed at higher com-
plexity or randomness.

Only a single work to date demonstrates a combined AI-assisted side-channel
and fault-injection attack. Jendral et al. [32] show that a voltage-glitch can by-
pass Fisher-Yates shuffling in masked Kyber decapsulation, simplifying the leak-
age sufficiently for an MLP to achieve near single-trace message recovery. How-
ever, no study performs a systematic evaluation of how neural models behave in
joint SCA+FI settings—such as robustness to fault noise, parameter sensitivity,
or generalization across devices. As a result, the broader design space of fault-
assisted deep-learning attacks remains largely unexplored, despite clear potential
to reduce trace complexity or defeat stronger countermeasure combinations.

Another noticeable gap is the near-complete absence of hybrid DSP–AI
pipelines. Across all surveyed works, preprocessing remains minimal—typically
limited to segmentation, normalization, and occasional alignment—while more
structured DSP techniques such as Fourier or wavelet transforms, band-pass
filtering, jitter compensation, or spectral-domain denoising are virtually never



16 Arcoverde Gusmão Lima et al.

employed. Although this reflects the prevailing assumption that CNNs and MLPs
can learn temporal and spectral features directly from raw traces, it also leaves
open whether DSP-enhanced features could improve robustness under high-noise
EM settings, cross-device variability, or higher-order masked implementations.
At present, the effectiveness of DSP-driven preprocessing for PQC-focused SCAs
remains largely unexplored.

A further challenge concerns the lack of meaningful, controlled comparisons
between AI models. Although some papers report local superiority (e.g., CNN
outperforming MLP under identical conditions in Rezaeezade et al. [69]), such
findings cannot be generalized because studies differ widely in leakage sources,
countermeasure configurations, trace segmentation, labeling strategies, prepro-
cessing pipelines, and evaluation metrics. Even within a single scheme, variations
in architecture depth, optimizer selection, and profiling budgets make it impossi-
ble to derive reliable cross-paper rankings of model performance. The absence of
standardized benchmarks and unified evaluation protocols therefore represents a
major limitation, preventing principled assessments of which AI techniques are
genuinely more robust, sample-efficient, or countermeasure-resistant.

Despite these advances, several research gaps persist. Cross-device general-
ization remains fragile, with most attacks degrading significantly under hard-
ware, environmental, or process variations. Evaluations of robust countermea-
sures—including higher-order masking for Dilithium, threshold implementations,
domain-oriented masking, and hardened EM designs—are still sparse. Falcon
and HQC receive limited practical analysis, with existing work focusing mostly
on CDT leakage characterization or analytical PRF-based oracle reasoning
rather than demonstrated key recovery. Heterogeneous setups, inconsistent la-
beling strategies, and differing accuracy or GE metrics further complicate mean-
ingful comparisons across studies.

A notable cross-cutting gap in the surveyed literature is the absence of hy-
brid or ensemble AI pipelines. Despite the diversity of models appearing across
individual works—MLPs, CNNs, RFs, GNNs, DQNs, and even LLMs—every
practical attack adopts a single-model architecture, with no combination of
complementary techniques. No paper integrates CNN feature extraction with
MLP or RF classifiers, uses GNN-based PoI selection prior to deep learning,
couples reinforcement-learning segmentation with downstream neural inference,
or blends DSP-based filtering with learned feature hierarchies. This stands
in sharp contrast to other ML-heavy domains (e.g., computer vision, speech,
anomaly detection), where ensembles and multi-stage architectures significantly
improve robustness and cross-domain generalization. Given the nonstationary,
noisy, device-dependent nature of PQC leakage—and the challenges posed by
masking, shuffling, jitter, and anti-tamper protections—such hybrid approaches
are natural candidates for improved resilience, yet remain unexplored. This lack
of model integration constitutes a clear research opportunity for more powerful,
noise-tolerant, and countermeasure-resistant PQC side-channel analysis.
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6.5 Threats to Validity and Limitations

As in any systematic mapping study, this work is inherently exposed to certain
limitations and potential validity threats. To address these, we followed guidance
from relevant methodological literature [90,97]

Search and Selection Bias: As described in Section 3, we mitigated this
risk through a multi-database search, PICOC-based query construction (Fig-
ure 1), and explicit inclusion/exclusion criteria. To maximize recall, we deliber-
ately incorporated synonyms and acronyms into the search string, accepting the
trade-off of retrieving a larger number of potentially unrelated records, which
were subsequently filtered during the screening phase. Nevertheless, some stud-
ies—particularly those in less accessible venues or using unconventional termi-
nology—may not have been captured.

Data Extraction Bias: The classification of studies and interpretation of
extracted evidence may be subject to researcher judgment. To mitigate this
risk, data extraction was conducted independently by two reviewers, with dis-
agreements resolved through discussion until reach a consensus as described in
Section 3.3.

Publication Bias: Our study only included published research, which may
favor positive results and failed attempts or negative results. This limitation is
well recognized in systematic reviews [97] and should be considered when inter-
preting the conclusions. Future work could mitigate this bias by incorporating
gray literature and explicitly searching for studies reporting effective counter-
measures against AI-based SCAs. Although countermeasures are closely related
to this mapping, they were not the primary focus of the present study nor di-
rectly addressed by the research questions.

Paper/database inaccessible: Some papers were not accessible due to
paywalls or other restrictions. A total of 9 papers (Table 5), published in 2025,
were inaccessible. While the abstracts showed potential relevance, they where
excluded by our inclusion/exclusion criteria (Figure 2). This may have led to the
omission of recent developments in the field, and thus represents a limitation of
this study.

Restricted Time Span: The search process was concluded in August 2025,
while the manuscript is being published in February 2026. Given the rapid evo-
lution of AI-based side-channel attacks against PQC implementations, relevant
studies published after the cutoff date may not have been captured. This tem-
poral limitation may affect the external validity of the review by restricting the
completeness and contemporaneity of the mapped evidence.

Scope and Generalizability Limitation: This mapping study focused
exclusively on AI-based side-channel attacks targeting NIST PQC algorithms
and did not include comparisons with classical attacks (e.g., DPA, CPA) or non-
PQC cryptographic schemes. While this delimitation was intentional and aligned
with the research questions, it may limit the external validity of the findings, as
conclusions cannot be directly generalized to the broader landscape of traditional
side-channel analysis techniques.
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7 Conclusion

This systematic review synthesized the rapidly expanding body of research
on AI-based side-channel attacks (SCAs) against NIST-selected post-quantum
cryptographic schemes, with a focus on CRYSTALS-Kyber and CRYSTALS-
Dilithium. Our analysis shows that the field is accelerating at an exceptional
rate, with the number of publications roughly doubling each year since 2021.
Despite differences in methodology, datasets, and countermeasure assumptions,
several overarching patterns clearly emerge.

First, modern AI techniques used in PQC SCAs are dominated by deep-
learning architectures—most notably MLPs and CNNs—which consistently
achieve the strongest message- and key-recovery results in both profiling and
single-trace attack settings. Although alternative models such as Random
Forests, GNNs, DQNs, and LLMs have appeared, their roles remain specialized,
and no study employs hybrid or ensemble pipelines that combine complementary
strengths across model families.

Second, the targeted leakages are distributed across a diversity of algorithmic
sub-parts. In Kyber and Dilithium, attacks exploit sensitive operations through-
out decapsulation or signing, including message-encoding routines, NTT/INTT
arithmetic, PRF-based re-encryption, sampling, and coefficient unpacking. La-
bels derived from these operations—such as message bits, coefficient values, t0
LSBs, oracle decisions, and sparsity indicators—enable high-accuracy inference
even under masking, shuffling, jitter, noise, and anti-tamper covers.

Third, evaluation methodologies show strong convergence: high-volume pro-
filing, fine-grained segmentation, accuracy- and GE-based metrics, and Chip-
Whisperer or oscilloscope-based data acquisition form the backbone of experi-
mental practice. However, the field lacks standardized benchmarks, unified met-
rics, and reproducible leakage datasets, making inter-paper comparison difficult
and often unreliable.

Finally, significant research gaps remain. No existing study evaluates higher-
order masking combined with strong hiding countermeasures; cross-device
generalization is still fragile; Falcon and HQC are scarcely explored, and
SPHINCS+ is completely unaddressed; and DSP-enhanced or ensemble-AI
pipelines—common in other ML domains—are entirely absent. Fault injection
has appeared only once in combination with deep learning and has not been sys-
tematically evaluated as part of multi-layer attack strategies, leaving the broader
landscape of AI-augmented FI almost completely unexplored. These gaps high-
light that while current AI-driven SCAs demonstrate substantial practical risk
for PQC implementations, our understanding of their limits, robustness, and
countermeasure resilience is still incomplete.

Overall, this review highlights the growing role of AI in PQC security eval-
uation. At the same time, the lack of standardized evaluation protocols, the
absence of hybrid AI methodologies, and the limited exploration of strong coun-
termeasure combinations point to clear directions for future research. Continued
progress in these areas will be important to establish realistic, evidence-based
assessments of PQC implementation security in the coming decade.
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