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Abstract. Strong Physical Unclonable Functions (PUFs) with challenge-
response protocols provide a cost-effective authentication solution for
resource-limited devices. However, they are susceptible to modeling at-
tacks. An effective countermeasure for multi-bin PUFs – such as the
Ring Oscillator PUF (RO-PUF) and Loop PUF – is the use of Non-
Monotonic Quantization (NMQ) of the response. However, NMQ requires
quite high quantization levels in order to effectively improve the security.
This makes the PUF unreliable, rendering it impractical for authentica-
tion purposes. In this paper, we present a solution called the Virtual
PUF : It generates a lightweight PUF model at device start-up, which is
then used instead of the physical PUF during authentication. This allows
the elimination of the noise impact and renders the PUF fully reliable and
secure against ML attacks at the same time. As a proof of concept, we
present an FPGA implementation based on a Loop PUF – a PUF relying
on a single ring oscillator – and we show that beside its perfect reliabil-
ity and high security, the Virtual PUF can be designed in a lightweight
manner. However, the model built by the Virtual PUF may differ from
the enrolled model and cause mismatch errors between the two models,
which could deteriorate the authentication protocol. We show that the
mismatch error measured in different configurations and environments
can be optimized towards an acceptable range and/or managed by the
authentication protocol.

Keywords: Hardware Security · Physical Unclonable Functions · Machine-
learning Attacks · Reliability · Non-Monotonic Quantization · Virtual
PUF · Authentication

1 Introduction

Strong Physical Unclonable Functions (PUFs) have been proposed as a low-
cost security anchor [9, 17], for lightweight authentication by using Challenge-
Response Pairs (CRP) without additional cryptographic functions to meet low-
cost requirements. In the context of CRP authentication, for a PUF to be secure,
its output must be hard to predict. Indeed, there are attacks relying on machine
learning (ML) techniques to model the PUF from a set of recorded CRPs [13].
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In particular, PUFs relying on delay chains as entropy source – such as the
Arbiter PUF [5] – have an inherently linear behavior and are therefore easily
attackable by linear regression or more advanced ML techniques. In order to
prevent such attacks, it is necessary to introduce non-linearity into the design.
As an example, the XOR-PUF [17] takes advantage of a composition of Arbiter
PUFs whose outputs are XORed. The Interpose-PUF [11] is another composed
and robust strong PUF. Nevertheless, it is still attackable [19] with a divide and
conquer strategy at the cost of an increased number of training challenges.

An alternative approach, which can be applied to PUFs having a multi-bin
response, is called Non-Monotonic Quantization (NMQ) [16]. Multi-bin PUFs are
able to output a response with n-bit entropy with a linear quantization. They
are also called Alphabet PUFs [6] and can be implemented e.g. based on the
Ring-oscillator PUF (RO-PUF) [17] or Loop PUF [2]. Using NMQ, the output
space of the multi-bin PUF is partitioned into multiple zones, which are mapped
to 1 and 0 in an interleaved fashion, thus generating only one bit output in a
non-monotonic way. This makes the output value much harder to predict.

However, while the resistance against ML grows with the number of zones
– denoted by the parameter Q – the reliability decreases rapidly. This is due
to measurement noise that can lead to unstable responses, especially when the
measured value is close to the border of one of the quantization intervals. If
used in a challenge-response protocol, this poses a problem: In order to authen-
ticate a device, more CRPs are needed to account for frequent errors in the
responses. This will, in turn, expose more information to a potential attacker,
who can incorporate it into their training data. Even worse, recent ML attacks
have succeeded in leveraging reliability information to model a PUF with fewer
CRPs [18].

As a remedy, we propose a new PUF architecture relying on NMQ quantiza-
tion, which aims at perfect reliability and more robustness against ML attacks.
The basic idea is to construct a model of the delay chain internally, at start-up.
This model is then used instead of the physical PUF to produce responses in
a deterministic way. This approach, which we call Virtual PUF, allows us to
achieve higher resistance against ML attacks with higher Q values.

The design of the Virtual PUF poses a few challenges: Since the model must
not be accessible outside the PUF to avoid compromising its security, it has
to be constructed in hardware. This involves some rather complex operations
such as matrix inversion and computing the standard deviation of a Gaussian
distribution. In this paper, we propose several optimizations and approximation
techniques that allow us to implement a Virtual PUF with low complexity over-
head. The effectiveness of the approach has been validated using a Loop PUF
implemented in an FPGA. A potential limitation is the mismatch between the
model built internally by the Virtual PUF and the one enrolled on the server
side. Indeed, since the model is reconstructed at each start-up of the device,
changing environmental conditions – combined with artifacts from approxima-
tion and rounding – can lead to a slightly different model. This mismatch error
has to be analyzed to validate the feasibility of the authentication protocol.
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As a summary, the contributions of this paper are the following:

1. We propose a fully reliable PUF, the Virtual PUF, by replacing the physical
model with an internal mathematical model.

2. we analyze ML attacks against the Virtual PUF and show its resistance at
high Q.

3. we propose a lightweight implementation which has been designed on an
FPGA for validation.

4. we validate the concept for different configurations and assess the mismatch
error to adapt the authentication protocol.

The remainder of this paper is structured as follows. We will start with a
discussion of related work in Section 2. Section 3 introduces the basic principles
and properties of the Virtual PUF, in particular regarding its security and reli-
ability. The overall architecture and hardware design are presented in Section 4.
We show detailed evaluation results of the implementation in Section 5 before
concluding the paper in Section 6 .

2 Related Work

In this section, we present the context related to the ML attacks against PUF
when used for authentication with CRPs. The protections against such attacks
are either to build a natively robust PUF or to devise specific PUF protocols.
The challenge is all the greater if the PUF has to keep its lightweight property.

2.1 Modeling Attacks

The modeling attack, or ML attack, allows the adversary to build a model of
the PUF by using powerful ML algorithms and a minimum number of challenge-
response pairs to learn. This allows the adversary to impersonate the PUF during
authentication. In the literature dedicated to ML attacks against PUF CRP
protocols, the challenges and responses are generally considered public. This
corresponds to a very strong attacker model as the adversary can not only spy
the entire protocol but can also reproduce it to exploit the reliability of the
response. The Arbiter PUF [7] is one of the first silicon PUFs that has been
devised and attacked by the Support Vector Machine (SVM) algorithm [8]. More
derivatives of Arbiter PUF have been attacked using Logistic Regression (LR)
in [13]. These attacks take advantage of the quasi-linear behavior of the Arbiter
PUF, which relies on a delay chain.

2.2 Robust PUFs against ML Attacks by Composition

Increasing the non-linearity of the PUF behavior leverages the resistance against
modeling attacks. A first method to achieve this property is to combine multiple
PUFs. The XOR-arbiter PUF is a well-known composed PUF [17]. It relies on a
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Fig. 1: Non-monotonic quantization with Q = 8.

set of Arbiter PUFs whose responses are XORed. The robustness is greatly in-
creased as the number of required CRPs increases exponentially with the number
of XORed PUFs. However, the exploitation of the response reliability by ML,
e.g. using a Covariance Matrix Adaptation Evolution Strategy (CMA-ES) [1]
reduces in a linear manner the need for CRPs to learn. The Interpose PUF [11]
is one of the most robust PUFs. But using a divide-and-conquer approach [19],
and/or using the reliability information [18], greatly enhances the efficiency of
ML attacks.

2.3 Robust PUFs against ML Attacks by Quantization

Another method to get a non-linear behavior is to quantize the raw PUF response
in a non-monotonic way as proposed in [16]. This is possible with multi-bin PUFs
such as the RO-PUF or the Loop PUF, where the raw output is an integer value
that can be quantized with respect to Q quantization intervals. The final 1-bit
response is obtained by interleaving the ‘0’ and ‘1’ intervals as shown in Figure 1
for Q = 8 where the intervals are equiprobable quantiles of the distribution in
Figure 1a or equidistant in Figure 1b.

It has been observed in [10, 16] that this method improves the robustness
against ML attacks for a sufficiently high value of Q. However, this makes the
PUF highly unreliable. This can be explained by the increasing number of quan-
tization thresholds, which increases the probability that environmental noise
makes the raw response cross a threshold to an adjacent interval and thereby
flips the response value. The study in [10] proposes a protocol that uses reliability
information on the server side to mitigate this weakness.

3 Virtual PUF Principle

This section explains the main lines of the Virtual PUF with its potential ad-
vantages and limitations.
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3.1 Concept

Built-in Model NMQ provides good security against ML attacks when Q
is high, but is hardly usable because of noise. The proposed concept relies on
using a built-in model rather than the real PUF during authentication, thus
avoiding the unreliability caused by noise. The Virtual PUF model is built at
every power-up by measuring the real physical PUF. The advantage lies in the
elimination of noise, which allows to have a perfect reliability and to increase
security by using a high quantization level Q. Furthermore, the inference time is
greatly reduced compared to the long measurements needed by RO-based PUFs.
However, building a model adds complexity and latency at start-up. Our study
shows it is possible to create a model with simple hardware, thus allowing us to
keep the lightweight property of the PUF. It should be noted that we consider
only ML attacks in this paper. Building a PUF model at boot time may introduce
side-channels, which are not considered in this study.

Enrollment Phase The enrollment of the PUF, once fabricated, is the same
as that of an ordinary physical PUF. A trusted server registers the PUF model
as well as the quantization thresholds for Q NMQ intervals.

Operational Phase At power-up, the internal model is created by using the
physical PUF. The delays composing the delay chain and the thresholds for
NMQ quantization are the main parameters of the model. Once computed, they
are stored in memory to be read at every PUF operation. No data is stored
in accessible or non-volatile memory. The detailed architecture is presented in
section 4. It shows that the complexity of building the model can remain low by
taking advantage of Hadamard challenges and other architectural considerations.

Authentication Protocol The authentication can be impacted by the mis-
match between the enrolled model and the Virtual PUF model, notably because
of environmental changes. We study the impact of these discrepancies in Sec-
tion 5 and show that it can be managed by the protocol.

3.2 Security against Modeling Attacks

An important assumption that justifies the Virtual PUF concept is that NMQ
with high values of Q provides a significant enhancement in security against ML
attacks. We verify this assumption by applying modeling attacks based on Neural
Networks (NNs), including Convolutional Neural Networks (CNNs), and the
Multi-Layer Perceptron (MLP) as attacking means. In addition, we use Logistic
regression (LR) as the baseline for comparison.

Regarding the considered attack model, the adversary is assumed to have
access to any set of challenge-response pairs (CRPs) – often measurable CRPs
under normal operating conditions – but not to internal physical parameters or
power-on/off transient states. The attacker uses this input-output data to train
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a mathematical or ML model that approximates the PUF’s behavior, enabling
the prediction of responses to unknown challenges.

The results of the modeling attacks are shown in Figure 2 for various Q
values from 4 to 32 by using at most 900, 000 CRPs for model training, and a non-
overlapping set of 100, 000 CRPs for testing the attack. It should be noted that all
accuracy results are obtained by averaging on 30 repeated experiments. As shown
in Figures 2c and 2d, with Q ≥ 16, the Virtual PUF shows excellent resistance
against modeling attacks, even enhanced with neural networks. These results
validate our assumption, motivating our Virtual PUF design. Note that for these
experiments, we used equal distances (as shown in Figure 1b) for the quantiles
rather than equal probabilities (as shown in Figure 1a), which corresponds to
the technique used in our Virtual PUFs as described in detail in Section 4.4.
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(d) Q = 32

Fig. 2: Experimental results of modeling attacks with LR, CNN and MLP against
Virtual PUFs with different Q.

It should be noted that the proposed solution is inherently resistant to model-
ing attacks that use reliability information to enhance the success rate as CMA-
ES [1]. Once established at power-up, the Virtual PUF is fully deterministic and
does not give away any reliability information on individual challenges. We could
also consider ML attacks exploiting reliability information by rebooting the PUF
multiple times. However, this hypothesis has not been taken into account in this
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(a) Virtual PUF architecture
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Fig. 3: Hardware architecture of the Virtual PUF.

paper for different reasons: first, the physical access needed to reboot the PUF
may be limited or impossible; second, the boot time may be prohibitive if many
CRPs are necessary; finally, no current study of reliability attacks on NMQ has
been published to assess the number of required learning CRPs. We will consider
such attacks in future work.

4 Virtual PUF Architecture

In this section, we present the overall architecture of the proposed PUF design,
followed by a detailed discussion on the different modules that constitute the
Virtual PUF.

4.1 Overview of the Architecture

Figure 3a shows a block diagram of the Virtual PUF design. At its center is the
model builder, which will populate the internal PUF model at power-up. The
physical PUF is a Loop PUF [2], which is a simple and easy-to-design multi-
bin PUF. The model builder uses a set of standardized challenges – Hadamard
challenges – in order to query the Loop PUF, and derive the delay values and
additional parameters for the quantization. Any subsequent user challenge is
treated by the Virtual PUF module, which uses the internal model to calculate
the response and outputs the quantized response to the user.
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Fig. 4: Construction of the H8 Hadamard matrix.

4.2 Virtual PUF Model Building

Loop PUF The Loop PUF is a multi-bin PUF [2] relying on a single ring os-
cillator composed of n controlled delay elements as shown in Figure 3b. Every
delay element is controlled by a challenge bit, selecting one of two possible paths.
In this way, the overall delay of the complete path is determined by the chal-
lenge vector c ∈ {0, 1}n. The PUF operation consists of counting the number
of oscillations during a constant time window w with firstly the challenge c and
secondly the complementary challenge c. Computing the difference between the
two counting results gives the raw integer response called δc. The response δc
as well as the delays are normally distributed [5] as they represent a difference
between the delay for c minus the delay for c.

Model Builder The raw response δc of a Loop PUF to a challenge c can be
expressed by a vector product:

δc = ĉ · D̂ (1)

Here, we denote by ĉ the challenge vector c with all zeros replaced by −1, and
D̂ ∈ Rn is a vector representing the n delay differences of the Loop PUF. The
model of the vector D̂ is approximated into a fixed-point vector D, D ∈ Zn.

If the number of delays n is chosen as a power of two (n = 2k), the delay
values composing the chain of the Loop PUF can be computed by using a set
of n challenges of n bits forming an Hadamard matrix H ∈ Zn×n composed of
±1 values. The n Hadamard challenges form an orthogonal basis which enables
us to characterize the entropy of the Loop PUF as demonstrated in [12,15] and
exploited to generate a cryptographic key [3, 14].

As the Hadamard matrix H is invertible, if we apply n challenges correspond-
ing to the rows of H, we obtain the delay profile D through matrix inversion:

D = H−1∆H (2)
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where ∆H = (δH0
, δH1

, . . . , δHn−1
) is the response vector3 for the n Hadamard

challenges, given by the rows of the matrix H. However, direct matrix inversion
can be computationally prohibitive for hardware implementation. This limitation
can be overcome by exploiting a property of the Hadamard matrices, where the
inverse can be computed simply through matrix transposition and scaling:

H−1 =
1

n
HT (since HHT = nI) (3)

The delay calculation can be further optimized for hardware implementation
through three key transformations. First, the matrix transpose operation can
be eliminated because HT = H for symmetric Hadamard matrices. Second, we
exploit the binary nature of Hadamard challenges (±1) to replace multiplications
with conditional additions:

Di =
1

n

n∑
j=1

{
+δHj , if Hij = +1

−δHj
, if Hij = −1

(4)

Finally, as n = 2k, the division operation can be realized at virtually no
cost in hardware. We can either choose to drop the lower k bits or keep ℓ ≤ k
bits as the fractional part of a fixed-point representation. This optimized im-
plementation requires only simple arithmetic operations, making it ideal for
resource-constrained hardware implementations while maintaining mathemat-
ical equivalence to the original formulation.

Hadamard Challenge Generator The generation of the n vectors of the
Hadamard matrix can be computed by Algorithm 1 by means of the binary
scalar product of two index variables.

Algorithm 1 Hadamard matrix generation

1: FUNCTION generates Hadamard matrix Hn, n = 2k

2: for i← 0 to 2k − 1 do
3: for j ← 0 to 2k − 1 do
4: i ← bin(i) {i is a k-bit vector}
5: j ← bin(j) {j is a k-bit vector}

6: p←
k−1⊕
ℓ=0

iℓ · jℓ

7: H[i][j]←

{
1, if p = 1

−1, if p = 0
{(0,1) ⇒ (-1,+1)}

8: end for
9: end for

10: return Hn

3 Note that in practice, it is necessary to perform multiple measurements and use the
average responses in order to eliminate noise.
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The scalar product (line 6 in Algorithm 1) uses the binary representation of
the indices i and j (which is the actual representation in hardware). The product
can be computed as the exclusive OR of the conjunction (Boolean AND) of the
two bit vectors, which can be realized with very few logic gates in a single clock
cycle. The product is mapped to ±1 in order to obtain the value of Hij . As an
illustration for this Algorithm, Figure 4 shows the construction of H8.

4.3 PUF Model Inference

Having computed and stored the delay vector D, we can now infer a response
to a given challenge without running the actual loop PUF, by simply computing
Equation (1) by using D instead of the physical delay vector D̂. Since ĉ only
contains values ±1, we can again use conditional addition and avoid more costly
integer multiplication.

4.4 Non-Monotonic Quantization

NMQ is an important building block in the PUF design in order to improve its
resistance against ML attacks. Given the raw response δc and – even – quanti-
zation level Q, the Non-Monotonic Quantization can be defined as:

NMQQ(δc) =

{
1, if T2i−1 < δc ≤ T2i, for some i ∈ {1, . . . , Q

2 }
0, otherwise

(5)

where the Ti are threshold values delimiting the intervals of the distribution.
Usually, equiprobable quantiles are used in order to obtain an unbiased re-

sponse. This requires estimating the standard deviation of the raw response’s
distribution in order to compute the threshold values. Unfortunately, this is a
costly operation when implemented in pure hardware. Note, however, that for
an unbiased response, the quantiles need not necessarily be of equal probability.
As an alternative, evenly spaced thresholds can be used, centered around the
mean value µ. While this gives higher weight to the quantiles near the center
of the distribution, it simplifies the calculation of the threshold values, allowing
for an efficient hardware implementation. The threshold values still need to be
fitted to the range of the PUF responses.

We propose a hardware-efficient solution to calculate the thresholds that
uses the absolute mean of the folded distribution of the raw PUF responses. The
folded normal distribution describes the absolute value Y = |X| of a normally
distributed random variable X ∼ N (µ, σ2) as shown in Fig. 5a. As can be seen
in the figure, the mean of the folded distribution µY is reasonably close to the
standard deviation σ of the original distribution. We will therefore use it as a
means to adapt the threshold values to the range of the raw PUF responses.

The following are the steps to implement hardware-friendly NMQ on an
FPGA:



Virtual PUF: Built-in Model for Highly Reliable and Secure PUF 11

40 20 0 20 40
c

0.00

0.01

0.02

0.03

0.04

0.05
pd

f

Y

normal density
folded density

(a) Folded normal distribution

40 20 0 20 40
c

0.00

0.01

0.02

0.03

0.04

0.05

pd
f

0 1 0 1 0 1 0 1

Y

normal density
folded density

(b) Thresholds for Q = 8 derived from µY

Fig. 5: Raw response distribution and thresholds.

Calculation of folded mean µY In order to estimate the folded mean, we
use the n Hadamard challenges:

µY =
1

n

(
n−1∑
i=0

|δHi
|
)

Here, n (the size of the loop PUF) is chosen as a power of two (in our case with
n = 64). The division by n can therefore be performed by right-shifting the sum
by log2(n) bits, which is a zero-cost operation in hardware (see Algorithm 2).
For efficiency, the computation of the absolute mean is merged with the delay
computations (see Section 4.2), since both are based on the collected responses
∆H to the Hadamard challenges.

Algorithm 2 Absolute Mean of PUF folded mean distribution
1: FUNCTION compute_mean_abs (Hadamard_responses)
2: abs_sum ← 0
3: for i← 0 to n− 1 do
4: abs_sum ← abs_sum + |δHi |
5: end for
6: µY ← abs_sum ≫ log2(n)
7: return µY

Threshold calculation Given the absolute mean µY , we can calculate the
thresholds that divide the raw output range into Q quantiles. For the simple
case Q = 4, we can directly use the thresholds {−µY , 0, µY }. For larger Q,
the quantiles will be evenly subdivided. As an example, Figure 5b shows the
thresholds for Q = 8. Again, since we only need to divide µY by a power of two
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(by log2(Q) − 2 to be precise), the distance of the thresholds can be computed
in hardware by right shifting the absolute mean by the required amount. Note
that to optimize resource utilization, the individual thresholds are not stored,
but will be recalculated on the fly during the quantization, as discussed in the
next section.

Response calculation by applying NMQ The NMQ function implements
a Non-Monotonic Quantization on raw responses using threshold comparisons.
To ease the computation, we can reformulate the definition of NMQ as follows:

NMQ(δc, Q) =


0, if, δc ≤ Th1

1, if Thi < δc ≤ Thi+1 and i is even
0, if Thi < δc ≤ Thi+1 and i is odd
1, if δc > ThQ−1

(6)

for some i ∈ {1, . . . , Q− 2}, where

– δc is the raw response to quantize
– Q ∈ {4, 8, 16, 32} is the quantization level
– Thi are the Q− 1 thresholds.

Algorithm 3 Non-Monotonic Quantization (NMQ)
1: Input:
2: Raw response δc, quantization level Q ∈ {4, 8, 16, 32}, absolute mean µY

3: Output:
4: NMQ response resp ∈ {0, 1}
5: FUNCTION: NMQ(δc, Q, µY )
6: d← log2(Q≫ 2) {divisor}
7: step_size ← µY ≫ d
8: threshold ← step_size
9: if δc < 0 then

10: resp← 1 {inverted polarity for negative δc}
11: else
12: resp← 0
13: end if
14: for i = 1 to Q− 1 do
15: if |δc| ≤ threshold then
16: return resp
17: end if
18: threshold ← threshold + step_size
19: resp← ¬resp
20: end for
21: return resp {highest quantile}
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Algorithm 3 shows the pseudo code for our hardware implementation of
NMQ, which combines the on-the-fly computation of the thresholds with quan-
tization. It first computes the step size, which is the distance between two adja-
cent thresholds (line 9). It then compares the raw response δc to the recomputed
thresholds in increasing order. The negative thresholds can be obtained from
the positive ones by simply changing the sign. Furthermore, the response for
the quantiles in the negative output region is inverted with respect to the cor-
responding positive quantiles. We can therefore speed up the quantization by
only considering the positive thresholds and comparing with the absolute value
of δc. The opposite polarity of the response for negative δc is taken into account
in lines 11–15. If δc exceeds all thresholds, it returns 1, which is the response
corresponding to the highest quantile.

5 Virtual PUF validation

The Virtual PUF concept has been implemented with a Loop PUF composed
of n = 64 delay elements on an Artix 7 (XC7A35T) FPGA on a Basys 3 de-
velopment board. In the experiments, we used seven boards of varying age and
performance. As a model is used, the reliability is perfect and security is as shown
in chapter 3.2. Hence, the validation mainly consists of studying the mismatch
error on the different devices and its impact on the authentication protocol for
various configurations. The practicality of the Virtual PUF is assessed by veri-
fying its complexity and latency.

5.1 Mismatch Error

As the PUF uses a digital model during inference, it is perfectly reliable and
NMQ therefore greatly enhances security. However, the model built by the Vir-
tual PUF model may differ from those enrolled by the server. This creates a
mismatch error which corresponds to a false response from the PUF. The
main factors that could create mismatch errors are:

– The quantization level Q. Higher Q involves more security but also more
thresholds and more sensitivity to noise when building the model.

– The number of iterations i. Measurement noise depends on the environ-
ment, notably the temperature. It can be mitigated by extending the time
to build the model by repeating i times the measurements.

– The window size w. A larger w reduces measurement noise during model
construction and thus reduces mismatch, at the cost of increased start-up
latency.

– The precision of computation. The delay model may have limited preci-
sion to reduce the complexity of the model. Each delay is of fixed-point type
p = x.y with x the integer part and y the fractional part.

– The temperature T . Temperature variations increase measurement noise,
which can lead to a mismatch between the device model and the server
model.
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We assessed the mismatch error (e) for different iterations (i), precision (p),
temperatures (T ), window size (w) and quantization level (Q) by using nch =
1000 random challenges on several PUFs.
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Fig. 6: Average mismatch error rate according to Q for seven devices and other
parameters, nch = 1000.

Impact of the number of iterations i: The impact of noise can be reduced
by using many iterations i when building the model if the noise is independent.
We measured the mismatch error rate for i = 2k with k ∈ {0, ..., 6} and Q ∈
{4, 8, 16, 32}. In Figure 6a, we observe that the average mismatch error rate for
all Q decreases as the number of iterations increases from i = 1 to 16, and
stabilizes for larger i. We can see that for this configuration with w = 220 we
can use i = 16, but a different window size should give different results. Also,
the best performing devices can give a mismatch error as low as 10% at Q = 32,
whereas the worst performing devices can go up to 14%.



Virtual PUF: Built-in Model for Highly Reliable and Secure PUF 15

Impact of the window size w: As the number of iterations i increase, a bigger
window size w should decrease the noise, but there could be side effects when
w is too small or too big. Indeed, when w is small, the PUF output δc can be
impaired by quantization; and when w is big, the low frequency noise, or flicker
noise, can create a bias between the sequential measurements of the challenge c
then its complementary c. Figure 6b shows the results for a constant i=16 and
different quantization levels Q. We can see that the average mismatch error and
the range of mismatch error over the seven devices decreases within the range
w ∈ {216, 220}.

Impact of the precision p: With w = 220 and i = 16, the integer part of δc
can be represented by 12 bits. We have considered different fixed-point precisions
for the models of the n delays, starting from 12 bits by always truncating the
fractional part to 12.x bits where we keep x bits of the fractional part. Figure 6c
illustrates the effect of model precision on the average mismatch error for i = 16,
w = 220 and different quantization levels Q using several PUFs. We observe that
increasing the precision does not affect all quantization levels in the same way.
For Q = 4, the curves are almost flat, indicating that the average mismatch error
is insensitive to the model precision. In contrast, for higher quantization levels
such as Q = 32, the average mismatch error drops by more than 50% when a
single fractional bit is added, and reaches a reduction of about 75% at p = 12.4
bits. Beyond P = 12.4 bits, the curves become nearly flat, meaning that further
increase in precision only yields negligible improvements.

If we combine the effect of precision p and i for different Q, still for 1000
random challenges, we obtained the results illustrated in Figure 7.

Focusing on Figure 7d for Q = 32, the curve for i = 1 exhibits the highest
average mismatch error and only decreases from approximately 36% to 26% as
the precision is increased, indicating that increasing the precision alone is not
sufficient: part of the average mismatch error is due to noise and can only be
reduced by increasing the number of iterations. In contrast, for i = 16, the
average mismatch error drops from about 30% to 12% when both the number
of iterations and the precision are increased, highlighting the strong combined
effect of these two parameters. It is also important to note that there is negligible
improvement when the iterations are increased beyond i = 16 or the precision
beyond 12.4 bits, as the corresponding curves nearly overlap and the residual
mismatch error saturates. Across all Q at i = 1, there is a large spread between
the best and worst performing devices, indicating device-to-device variability.
This may be the effect of noise due to device aging. Increasing the number of
iterations reduces this variability by averaging out noise, thereby narrowing the
gap between the best and worst devices. Therefore, selecting i sufficiently large
is important to ensure robust performance across devices with different aging
conditions. This confirms that a configuration with i = 16 and p = 12.4 provides
an efficient operating point.

Impact of the temperature T : The server and the PUF may have different
temperatures when their respective model is built, but the NMQ thresholds are
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Fig. 7: The effect of precision on average mismatch error with different iterations
(T = 32◦C, w = 220).

updated accordingly. From this quantization aspect, we could think that the
temperature does not greatly impact the mismatch error. However, as the ther-
mal noise significantly increases with T , it can be the main cause of mismatch
error. To evaluate the impact of temperature on the mismatch error, the FPGA
board (Basys3) was placed in a Binder KMF series constant climate chamber.
The chamber was used to control and stabilize the ambient temperature such
that the internal device temperature covered the range from 35◦C to 60◦C in
steps of 5◦C for all measurements. Because of self-heating, the device tempera-
ture was higher than the ambient temperature inside the Binder KMF chamber;
for example, a device temperature of 35◦C was obtained with a chamber set-
point of approximately 12◦C. The actual device temperature was monitored in
real time using Xilinx Vivado, which reads the on-chip temperature sensor of
the Basys3 FPGA board. Figure 6d shows the influence of the temperature on
the average mismatch error for Q ∈ {4, 8, 16, 32} using seven devices. In this
experiment, the enrollment temperature is 35◦C and the used precision is 12.4,
using 1000 challenges for each measurement. Two main trends can be observed.
First, for any fixed temperature, the mismatch error increases with the quan-
tization level: at 35◦C, it rises from 1.0% for Q = 4 to 2.3%, 5.3%, and 10.6%
for Q = {8, 16, 32}, respectively. This reflects the fact that a higher quantiza-
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Fig. 8: Binomial distributions to compute FAR and FRR

tion level makes the threshold boundaries more sensitive to noise and parameter
drifts. Second, for any fixed Q, the mismatch error generally increases as the
difference between enrollment and device temperature increases. Over the range
from 35◦C to 60◦C, the average mismatch error approximately doubles for all
quantization levels: for example, it grows from 1.0% to 3.4% for Q = 4, from
5.3% to 14.4% for Q = 16, and from 10.6% to 29.0% for Q = 32. The increase is
roughly linear with temperature, with an average slope between about 0.1 per-
centage points per ◦C for Q = 4 and 0.6 percentage points per ◦C for Q = 32.
Small deviations can be attributed to measurement noise.

5.2 Impact of Mismatch Error on the Authentication

A secure and reliable authentication mainly depends on the average mismatch
error e and two important parameters that allow the server to adapt the quality
of authentication: the number of challenges nch used for authentication and
the tolerance factor t which tolerates errors on a maximum of t faulty responses
among the nch challenges.

We assessed the False Authentication rate and the False Rejection rates ac-
cording to these two parameters using seven devices and by considering that all
the challenges have the same probability of error.

The False Authentication Rate FAR is computed from the binomial law of the
adversary, which has a probability p = 1/2. A false authentication occurs when
the adversary gets more than t·nch successes corresponding to the tolerance area,
which is in red in Figure 8a. The False Rejection Rate FRR is computed from
the binomial law of the legitimate user, which has a probability of the opposite
of the mismatch error, i.e., (1 − e). A missed authentication occurs outside the
tolerance area when there are fewer than t ·nch success as shown in the red area
of Figure 8b.

Figure 9 represents the FAR for different tolerance factors and the number
of authentication challenges. We can see that the number of challenges has to
be at least 80 to have a FAR of less than 10−7, with a tolerance factor of 20%.
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Figure 10 shows the results of FRR for 4 values of average mismatch error rate e
corresponding to most cases obtained in subsection 5.1. We can see that the FRR
significantly increases with the average mismatch error and the tolerance factor,
but this can be compensated for with an increase in the number of challenges.
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Fig. 9: False authentication rate versus the tolerance parameter t according to
different numbers of challenges.

For any configuration, the number of challenges and the tolerance factor can
be adjusted to get the required FRR and FAR. For instance, to obtain an FRR
and FAR of 10−7 with an average mismatch error of 12.2%(refer to Figure 10c),
at least 160 challenges are required with a tolerance factor of 25–31% across
seven devices.

The protocol could be enhanced by taking advantage of statistical properties,
such as the Neyman-Pearson test [10] which considers the individual mismatch
error rate for each response, or the selection of authentication challenges less
prone to mismatch errors.

5.3 Physical Characteristics

Besides its interesting properties of reliability and security, the practicality of
the Virtual PUF has to be assessed by verifying its latency and complexity.

Complexity: The complexity of the model depends on parameters such as the
length of the PUF n and the precision p. The precision depends on the number
of iterations i and the window size w. From Figure 7, we observe that a precision
of p = 12.4 bits yields the lowest mismatch error for Q = 32. This indicates that
the first 4 bits of the fractional part are sufficient to build an accurate model.

Table 1 shows the Virtual PUF resource utilization for n = 64, p = 12.4, i =
16, w = 220 and an implemention in a Digilent Basys3 board featuring an Artix-
7 XC7A35T FPGA. This FPGA provides 5200 slices (20 800 LUTs and 41 600
flip-flops) and 1.8 Mbit of block RAM [4]. Our implementation requires only
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(b) Average e = 2.8%, Q = 8
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(c) Average e = 6.0%, Q = 16
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(d) Average e = 12.2%, Q = 32

Fig. 10: False rejection rate versus the tolerance parameter according to different
average mismatch error rate e and number of challenges nch when i = 16, w =
220, p = 12.4 and T = 32◦C for seven devices.

504 LUTs, 507 registers, and 2304 bits of RAM, corresponding to approximately
2.4% of the available LUTs, 1.2% of the flip-flops, and less than 0.2% of the
block RAM. The results show that the implementation of a Virtual PUF keeps
a reasonable lightweight property to satisfy the low-complexity requirements.

Latency: During the operational phase, the latency toperation is very low as the
response is computed from a simple equation 1 with the fixed-point delays D
already modeled beforehand. For instance, if 64 delays are stored in a memory
and a clock system frequency is 100MHz, the latency should be 640ns to which
the NMQ quantization should be added. Hence, the main contributor to the
latency is the communication interface between the PUF and the server. The
left column of Table 2 indicates the internal latency toperation without taking
account of the communication interface.

The latency tmodel to build the model is much greater. Indeed, the window
size w and the number of iterations i reduce the noise impact but induce in
return a greater latency to build the model. Table 2 indicates the latency tmodel



20 N. Nasir et al.

Table 1: FPGA Resource Utilization by Module, n = 64, p = 12.4.

Module Name LUTs Registers RAM (bits)

Hadamard challenge Generator 29 63 0

LPUF 137 156 0

Model builder 206 172 1280

Virtual LPUF 58 54 0
Delay models 0 0 1024

NMQ 74 62 0

TOTAL 504 507 2304

Table 2: Measured latency for different window sizes and iterations.

Window Size tmodel (i = 8) tmodel(i = 16) toperation

16 0.67s 1.34s 1.3µs

17 1.34s 2.68s 1.3µs

18 2.68s 5.37s 1.3µs

19 5.36s 10.73s 1.3µs

20 10.74s 21.47s 1.3µs

for different configurations of our PUF platform. Some work should be carried
out to decrease this latency. It could focus on an optimization of the Loop PUF,
or a continuous refinement of the model, even during the operational phase.

6 Conclusions

The proposed Virtual PUF concept shows that it is possible to significantly
increase the security of multi-bin PUFs against ML attacks by using NMQ with
high quantization levels and a mathematical PUF model that is built at power-
up. The resulting complexity remains moderate, notably by taking advantage of
the use of a Hadamard matrix construction for the delay models and the folded
normal distribution for the quantization levels. This results in a practical and
secure authentication system well-suited for resource-constrained IoT devices.
The mismatch error between the built-in model and the server model is the main
limitation of the approach. It can be dealt with at the protocol level by increasing
the number of challenges or the tolerance factor for authentication. Future work
covers the refinement of the protocol, for instance, by taking advantage of the
Neyman-Pearson Lemma, reducing the mismatch error, and latency to build the
model.
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