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ỹ j+45
0 = kj+45

0 (nj+45
1 ⊕ 1) ⊕ nj+45

0
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0

39



 as attack point ?ỹ j
0

yj
0 = kj

0(n
j
1 ⊕ 1) ⊕ nj

0 ⊕ kj
1k

j
0 ⊕ kj

0IVj ⊕ kj
1 ⊕ IVj
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for both hardware and software implementations
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Target implementation
Masked software implementations with 2 shares 
by Ascon team

https://github.com/ascon/simpleserial-ascon
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Verify first-order leakage by TVLA:
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Second-Order CPA

• Attack point at linear layer output

• Two shares occur in a time span

→ focus on the right part of the trace

Optimizations:

→ parameter window w

Combine two points on the trace 
(by normalized product)   

w

Our attack considers the last 350 samples

w = 50
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Results

Correlation with increasing number of traces
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How many CPA runs to recover 128 key bits?

Each CPA run recovers 3 key bits

Weissbart and Picek, 2023 63 CPA runs

This work:

• formalizes a set cover problem

• uses a SAT solver

→ 47 CPA runs (optimal)
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360K traces ensure 100% success rates

Recover full key in 4.7 hours



Summary
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✦ Quadratic boolean Sbox function 
‣ choose the selection function carefully

CPA attack on Ascon

✦ First results on practical second-order CPA

✦ Optimal number of CPA runs for full-key recovery: 47
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