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1 Introduction

What are PKO attacks?

▶ Chips often have cryptographic acceleratorsCitation Needed

▶ In some implementations, the key is kept separate from the CPU

• PUF

• OTP/fuses

• ...

• Hardware KDF

• TEE

▶ If partial overwrite of a write-only key register allowed: key leakage!
• ⇒ Partial Key Overwrite attack
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2 PKO Attacks

Attacker model

▶ Attacker can query cryptographic module

▶ Key not exposed to attacker

▶ Attacker can overwrite parts of the key

Embedded context:

▶ Query cryptographic module using low-privilege code
execution or debug access

▶ Key secured using TEE, protected fuses, boot ROM, ...
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2 PKO Attacks

Example: Alarmo1

Based on CC BY-SA 4.0 images by Raimond Spekking and PantheraLeo1359531

1https://garyodernichts.blogspot.com/2024/10/looking-into-nintendo-alarmo.html
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2 PKO Attacks

Example: Nintendo Switch2

Based on slide from “Console Security - Switch” by plutoo, derrek and naehrwert. CC BY 4.0

2https://switchbrew.org/wiki/Switch System Flaws#TrustZone
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Not just block ciphers
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2 PKO Attacks

Timeline of PKO attacks
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2 PKO Attacks

Attack comparison and context

▶ Mounted using software exploits:
• PGP attacks
• MEGA attacks

▶ Mounted using fault injection:
• Safe Error Analysis

▶ Mounted using invasive circuit-level
attacks:

• Partial EEPROM wipe in [1]

▶ Mounted using [???]:
• PKO in microcontroller
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2 PKO Attacks

“Mounted using [???]”?

Exact attack method?

▶ Not software vuln: attacking bug in
hardware state machine

▶ Not side channel or fault attack

▶ Not an invasive attack

▶ Not a microarchitectural attack:
not only in CPU!

Different attack:

▶ Hardware components work fine: AES,
CPU, DMA, IRQ, system bus, timer, ...

▶ Composition of blocks ⇒ hardware bugs

Examples:

▶ Flash readout protect circumvention
using instruction fetches [6]

▶ ‘Execute-only memory’ readout using
timer interrupts [3, 5]

▶ More: [2], [4, ntrcardhax], [7], [8]

Nameless...

▶ “Standalone components work fine”
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Vulnerable Result of
Individually Secure
K/Components Attack

VRISKA (from Homestuck)
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3 Survey
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3 Survey

This raises the question,

Is this still a problem nowadays?

How many off-the-shelf chips are vulnerable?

⇒ Time for a survey
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3 Survey

Method
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3 Survey

Focus

▶ Skews towards SoCs with documented
accelerators (i.e. microcontrollers, not
microprocessors)

• Please publish documentation
• Attempted reverse-engineering two anyway

(Renesas RA2E1, Microchip SAML11)

▶ Survey of SoCs, not end-user products
• Latter not practical
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3 Survey

Results

▶ 3 different vendors with vulnerable devices

▶ For every vendor: also have a product with countermeasures

▶ RSA accelerators: hardware bugs??
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3 Survey

Details

Vulnerable Not vuln.

ESP32x3:

It’s Complicated

14/15 Partial Key Overwrite Attacks in Microcontrollers: a Survey



3 Survey

Details

Vulnerable Not vuln.

ESP32x3:

It’s Complicated

14/15 Partial Key Overwrite Attacks in Microcontrollers: a Survey



4 Conclusion
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4 Conclusion

Conclusion

▶ ‘Simple’ but overlooked attack

▶ Caused not by single faulty component, but
complex interaction between components

▶ Still important to real-world attackers

▶ Seems to be slowly on its way out?
(Correlation with introduction of Arm PSA
Certified?)
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Questions?
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5 Conclusion
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▶ zest (Encryption key icon, MIT)
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▶ Apple (WebKit logo, CC BY-SA 4.0)

▶ ArtyomK2707 (Intel i9-14900K, CC BY-SA 4.0)

▶ InfoSecDJ (microscopic fuses, CC BY-SA 4.0)

▶ Lisa Schulz (lock and key icons, CC BY-SA 4.0)

15/15 Partial Key Overwrite Attacks in Microcontrollers: a Survey


