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1 Introduction to PQC & Masking

Post-Quantum Cryptography
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1 Introduction to PQC & Masking

Lattice-based PQC
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1 Introduction to PQC & Masking

Lattice-based PQC

2 ML-KEM & ML-DSA

Federal Information Processing Standards Publication

Module-Lattice-Based

& Performance, security and bandwidth Key-Encapsulation Mechanism Standard
Category: Computer Security Subcategory: Cryptography
FIPS 204
m Federal Information Processing Standards Publication
Real-world deployment. Module-Lattice-Based Digital
Signature Standard
( P rotect | on a ga i n st) P h ysi Ca I atta c ks Category: Computer Security Subcategory: Cryptography
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1 Introduction to PQC & Masking

Side-Channel Attacks

SOURCE: Secure-iC
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1 Introduction to PQC & Masking

Masking

AP0 AP

RAND & REG
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1 Introduction to PQC & Masking

Masking ML-KEM.Decaps

ves

(xcmm H(Ii",c)] (return #(=,0)
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1 Introduction to PQC & Masking

Masking ML-DSA.Sign
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Masking Lattice-based PQC

Masking Lattice-based PQC requires a mix of arithmetic and Boolean sharing.

d ..
» Polynomial arithmetic (e.g., PolMult): x = 3 x{/}
i=0

d .
> Bitwise arithmetic (e.g., Hashing): x = @ x{/}
i=0

Need A2B and B2A!
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This Work: X2X

Full ML-KEM.Decaps or ML-DSA.Sign requires:

v

ANY protection order d
> ANY modulus p or g
ANY operation (A2B or B2A)

v

» Low cost (randomness, area)

v

High performance (throughput)
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2 Algorithmic Improvements

Secure Addition: SecADD

d d
sl0:d} _  {0:d} Jry{o:d} mod q = @X{i} + @y{"} mod g
i=0 i=0

> " Arithmetic addition on Boolean shares”
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2 Algorithmic Improvements

Secure Addition: SecADD

d d
-:- . -modq:@x{i}+@y{i}modq
i=0 i=0

> " Arithmetic addition on Boolean shares”
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2 Algorithmic Improvements

SecADD,: Typical Approach

d d

a5 X{i}’ D y{i}

i=0 i=0

I ) R
—q 6 q 2xqg—1
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2 Algorithmic Improvements

SecADD,: Typical Approach

d . d
Step 1: st0d} = D bt ¢ > yiit
i=0 i=0
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2 Algorithmic Improvements

SecADD,: Typical Approach

d . d .
Step 2 10 = P x4+ Pyl mod ¢
i=0 i=0

. I ) —
—q (5. q 2xqg—1

» SecMUX [1] or 2 x SecADD [2]
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2 Algorithmic Improvements

A2B

» A2B ~ SecADD( SecADD( --- ) )

> t+d — 1 # SecADD
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2 Algorithmic Improvements

SecADDChain,

d 4
Step 0: @ xl, Pyl —gq
i=0

¥

|
oM
N\ 4

2*q,—1
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2 Algorithmic Improvements

SecADDChain,

d . d ]
Step 1: s10:d} — > Ut o> y'{’}
i=0 i=0

|
oM

> >
q 2xqg—1
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2 Algorithmic Improvements

SecADDChain,

d d
Step 2 1% = P x4+ Pyl mod ¢
i=0 i=0

—

. I ) R
—q d' q 2xqg—1

» 1 x SecADD
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2 Algorithmic Improvements

SecADDChain,

Step 2:  §10d} = {0d} _ 4

r
L
—q

> >
0 q 2xqg—1

» 1 x SecADD

> Interleave 2 options
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2 Algorithmic Improvements

B2A

» B2A =~ A2B & SecADD?
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2 Algorithmic Improvements

B2A

B2A &~ A2B & SecADDY

Bl - . RO + . o+ o
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2 Algorithmic Improvements

B2A

B2A & A2B & SecADDY

m: R, R' ... RI1
BEE - R+ R® -+ o
O - BtE . REE
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2 Algorithmic Improvements

B2X2A & X2B

» B2X2A ~ X2B
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2 Algorithmic Improvements

B2X2A & X2B

B2X2A ~ X2B
@R, R ... RI!

> X2B ~ SecADD’( SecADD’( --- ) )
» Pre- and post-processing: see full paper!
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2 Algorithmic Improvements

Operation Cost: SecADDChaing & B2X2A

# SecADD # SecMUX

Order 3 d || Total
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Table: Detailed B2A, Operation Cost Comparison (d + 1 shares, k-bit words).

@ For complete or incomplete tree-structure.
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3 Implementation & Evaluation

Masking Techniques

Approach 1: Universal Composability Approach 2: Manual Masking
» Masked Gadgets & » Masked Gates K
» (Over)conservative RND & REG » Error-prone
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3 Implementation & Evaluation

Masking Techniques

Approach 1: Universal Composability Approach 2: Manual Masking
Masked Gadgets & > Masked Gates 2
(Over)conservative RND & REG » Error-prone
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3 Implementation & Evaluation

Masking Techniques: Cost Comparison

Masking Technique | RND [bits] | Latency [cycles] | Verification
HPCI (PINI) 228 18 Low
DOM (t—NI) + SecREF (t—SNI) 176 11 High
DOM (t—NI) 114 9 High

Table: Comparison of first-order masking techniques of a Brent-Kung SecADD (k = 13).

> Half-cycle datapath: see full paper!
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3 Implementation & Evaluatiol

Performance Comparison

Table 4: Mask Conversion Hardware Implementation: Performance Comparison.

Design  Mask. Tech. Device | K d . Treq || OP mod | Rand” Lat. ™
[LUT/FF]  [MHz] bits] _[cycles] _[coefi/cyele]
N T 9371330 © AR G 0167
[SMC15] I Spartan6 | 32 oS0 secap 2 L5 T
[FVBBR 21 T Ari? [ 32 1| 2.464/1325 451 || SecADd 7 B B B
N T B - T W T
[BG22] PINI (HPC) R 2 — - = | secan 2 = 1
1| Ts/4317 173 T i 1
+ ] 1| 1588/4317 173 |
(CeM'23]  PINL(HPO)  Spartand | 32 ——auc/eoar—Toa— Seca 2 ML !
[OGTVIS _ PINI(HPC) A7 | 52 2 | 13.064/17.952 551 || A% 28 | 1280 24 T
BCzP  PINL(IPC)  Arny |32 2 | omi/20475 5z || A 2 20 120 008
[LZP 24 PINI(HPC) _ Arte7 | 32 2 | 11196/14550 570 | A2 2% | 1056 1 1
7 10 10 2
A2B —ost
1| 1150/333 176 K EN M R 2
B2A  —m5 T
This Work N T [ 25 @ 1
(Full-cycle) bom Kintex-7%) 13 - 2 B w 3
30 [ 998 A0 1
2| BameT e :
3320 | 993 I 1
7 | 140 5 2
A2B
1| L133/2170 139 3529 ] 255 10 1
o 2| 110 5 2
This Work N 5320 | 255 10 1
(Half-cycle) DoM Kintex-7°| 13 2 oF 531 10 2
3329 | 993 20 1
2| saosjonme a0 |l 3
330 [ 998 30 1
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3 Implementation & Evalua

Security Evaluation: TVLA in Lab
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3 Implementation & Evaluation

Security Evaluation: TVLA in Lab
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X2X: Summary

Full ML-KEM.Decaps or ML-DSA.Sign requires:

> ANY protection order d
> ANY modulus p or g
» ANY operation (A2B or B24)

> Low cost (randomness, area) (up to 62%, 45-60%)
» High performance (throughput, latency) (29-92%)
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Future Work

& " Generic Secure Element in -2020 Generic Secure Element in 2025-
Control Unit Big Integer Control Unit Rings / NTT
ARM MCU RSA/ECC RISC-V MCU Poly x"-1
: Simple DMA SHA-2 i i | [Bitvector ops |[ SHAJ/SHAKE | | i
H basically copy || HMAC + Hash : A2B/B2A etc || Keccak {1600
: DRBG "TRNG" i i | |FastRandom || ES+RBGs
SP 800-90A AlS-20/31 for masking || SP 800-90ABC
C T D dtmore sttt PP T even more itte stff .|

SOURCE:

PQShield
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5 The End

Thank you. Questions?
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6 The End
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