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Selection function: v = f(d,

known non-constant data~” part of the key

Well-known CPA on AES: v = Sbox(plaintext, key)

4+ Choose leakage model for v

This work: Hamming weight
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Existing CPA attacks on Ascon
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Round computation

On 320-bit state = 5 x 64-bit words

Input of the first round:
e 128-bit key : K = (ky, k)
e 128-bitnonce : N = (ngy,n;)

o 64-bit init. vector: IV

(1) Round constant addition
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Fine-tuned linear diffusion output as attack point

Correlations of distributions associated to all key pairs
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Fine-tuned linear diffusion output as attack point
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The best choice

for both hardware and software implementations

[ Samwel and Daemen, 2018 J ny il
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Second-Order CPA attack



Masked software implementations with 2 shares

oy Ascon team

https://github.com/ascon/simpleserial-ascon

— 0 ascon / simpleserial-ascon Q Type (/] to search

<> Code (-) Issues I Pullrequests (») Actions [f] Projects () Security |~ Insights

B simpleserial-ascon ' Public * Starred 1

¥ main ~ ¥ 1Branch 1 Tag Q Go to file Add file ~ <> Code ~ About

Masked Ascon Software
=) mschlaeffer Add more t-test results ca4ab09 - 3years ago 1) 19 Commits Implementations

88 Documents Use single jupyter notebook for plain and shared interface 3 years ago & ascon.iaik.tugraz.at/
B8 Implementations/crypto_aead/ascon128v12 Add initial version of masked Ascon implementations 3 years ago [ Readme

53 CCO0-1.0 license
B8 jupyter Note that SS_VER_2_1 only works on the CW develop bra... 3 years ago

A~ Activity
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CPA runs for full-key recovery

Each CPA run recovers 3 key bits v

How many CPA runs to recover 128 key bits?

[ Weissbart and Picek, 2023 j 63 CPA runs

L, Sbox computation

This work: 1

e formalizes a set cover problem Y4

® uses a SAT solver 1, Linear computation

— 47 CPA runs (optimal)
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Full-key recovery
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Success rates

100 41 — - Recover 3 bits of ko
-—= Recover 3 bits of k; -
X F 4
— Recover full 128-bitkey ,-=~_ .
80 - i
e
//’,
—_ “1”
F 4
Y 60 - s==7
T 7
[ / ’
2 4,
7 /
g 40 A
8 ,/ //
/I
/I 7
/] 7
/] /7
201 -7/
\\\'/
0-
0

50000 100000 150000 200000 250000 300000 350000 400000

Number of traces

360K traces ensure 100% success rates

Recover tull key in 4.7 hours

48




Summary




CPA attack on Ascon

50



CPA attack on Ascon

4 Quadratic boolean Sbox function

» choose the selection function carefully

50



CPA attack on Ascon

4 Quadratic boolean Sbox function

» choose the selection function carefully

4 Optimal number of CPA runs for full-key recovery: 47

50



CPA attack on Ascon

4 Quadratic boolean Sbox function

» choose the selection function carefully

4 Optimal number of CPA runs for full-key recovery: 47

4 First results on practical second-order CPA
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