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Mitaka Parameters

Private basis
Public basis
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Signature Process
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Mitaka Falcon
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Mitaka Falcon

Works well but Dz, . represents a major leak in side-channel.
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Half Gaussian Leakage

The attack targets the sampling in the direction of E; = by = (;)
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Half Gaussian Leakage

The attack targets the sampling in the direction of 23\6 = by = (;)
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Sign Leakage
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Sign Leakage

According to the sign the authors can split a set of signatures in two.

Falcon

Image credits: [ZLYW23]
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Sign Leakage
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Sign Leakage

According to the sign, the authors can split a set of signatures in two.

Falcon Mitaka

Image credits: [ZLYW23]
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Previous Known Attacks
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The Generation

Secure Mitaka uses an arithmetically masked gaussian generation.
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The Generation

However, Prest [Pre23] broke the security proof for masking order t > 3.
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Building Phase

Leveraging this bias and other optimization, we construct a first order template
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Building Phase

Leveraging this bias and other optimization, we construct a first order template.
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Matching Phase

A

We recover the sign of roughly half of the signature.
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Structure of B
The orthogonal basis used for the projections in Mitaka.
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Structure of B

Unlike Falcon, in Mitaka 512 passages leak information.
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Structure of B

Unlike Falcon, in Mitaka 512 passages leak information.

fo —fp1 ... —h EI,O —E1,n71 o —51,1
f fo ... —fh b1,1 b1=0 .. 7b1,2
5 fat  fo2 ... o | Biar Biea ... big
8o —8n—1 ... —81 Ngl,n 75;1,2::—1 e *El,nﬁ—l
g1 80 . —g2| bingr b1,n .. —bing2
8n-1 8n—2 ... 80 51,2,1—1 El,2n—2 S El,n

= Divided by 512 the number of traces.
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Experimental Results

Previous Result [ZLYW23] Our Results on Unmasked Mitaka
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Countermeasures
Shuffle the calls to the sampler
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Countermeasures

(1)

Shuffle the calls to the sampler
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Conclusion

) We adapted the theoretical attack of Prest with ¢t >
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Conclusion

) We adapted the theoretical attack of Prest with ¢t >

3 to a practical attack with t > 1

) We identified a new leakages on a unstudied sampler.

) We divided by 512 the number of traces required.
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Conclusion

) We adapted the theoretical attack of Prest with t > 3 to a practical attack with t > 1

) We identified a new leakages on a unstudied sampler.

) We divided by 512 the number of traces required.

) We presented new specific countermeasures.
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