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CROSS: Codes & Restricted Objects Signature Scheme [1] TUTI

H Based on variants of the Syndrome Decoding
Problem
Compact representations
Efficient arithmetic

B Fiat-Shamir Transform on Zero-Knowledge Protocol

Trade-off potential: signature size & performance https://www.cross-crypto.com/

B Simple and efficient Operations
Rather low implementation complexity
Possible to squeeze into microcontrollers
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Attack Properties

B Horizontal Attack [2-4] on Syndrome Computation
Horizontal CPA [5] on Matrix-Vector Multiplication
Restricted hypothesis space due to underlying problem

B Targets single round of the underlying ID-Protocol
One attack per round of the ID-Protocol
Multiple useable attack targets per signature

B Full recovery of a representation of the secret key (7)
Only one signature generation necessary for all parameter sets and security levels except:
RSDP(G)-1 Fast requires two signing operations
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Generic 5-pass Scheme Tm

PROVER VERIFIER
Holds the secret key Holds the public key
Com

$
Ch; <+ C}
Chy
Rspy
$
Chy CQ
Chyp
Rspa

Return Out € {0;1}
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CROSS - Identification Scheme

Private Key: restricted vector e € G

Public Key: group G < E", parity-check matrix H, syndrome s = eH

PROVER

Sample Seed & {0; 1}, (e’,u')(—sieiG x Fy

Compute d € G suchthatdxe’ = e \\d is uniformly random
over G

Setu=d*u and s =uH"

Set ¢y = Hash(3, d), ¢; = Hash(v/, €’) \Commi tments

Compute y = v/ + e’ \Uniformly random over F,
Set h = Hash(y) \\First response

Ifb =0, set rsp = (y,d) \\Second response (the larger

one)
If b = 1, set rsp = Seed \\Second response (the shorter

one)

(co,c1)

Te

B

VERIFIER

Sample 3 & F

Sample b & {0,1}

Verify ¢, using rsp
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Recovering a representation of the secret key

Procedural Description

Sample Seed & {0; 137, (e’,u’)ﬂG x Fp
Compute d € G suchthatdxe’ = e
Setu=dxv ands=uH"'
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Recovering a representation of the secret key Tm

Procedural Description Pseudocode
Sample Seed & {0; 137, (e’,u’)ﬂG x F7 n;, w; <~ CSPRNG (Seed]i]|[Salt][i + c,)
Compute d € G suchthatdxe’ = e o=
Setu=dxv ands=uH"' forj < Oton—1do
v[j] + g7l
end
u<vrul;// ~ is component-wise
product
§—uHT
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Recovering a representation of the secret key Tm

Procedural Description Pseudocode
Sample Seed & {0; 137, (e’,u’)ﬂG x F7 n;, w; <~ CSPRNG (Seed]i]|[Salt][i + c,)
Compute d € G suchthatdxe’ = e o=
Setu=dxv ands=uH"' forj < Oton—1do
v[j] + g7l
end
u<vrul;// ~ is component-wise
product
§—uHT

Recovery

v; = (u; 'u;_l) mod p

0; <= V;

ni = (1; - 0i) mod z
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Implementation of the Syndrome Computation

s=uH"
S=u [VtrInfk}T
Vtr,1,1 - Utrln—k
Vtr,2,1 - Utr2n—k
. Virk,1 - Utrkin—k
(81, 00y S—k) = (U1, vy Up) 1 0
0 0
0 1
Vtr,1,1 - Utrln—k
(815 ey Snk) = (Ukt1y ooy Un ) + (U, ooy Uk) Vtr2,1 e Utr2n—k
Virk,1 - Utrkn—k
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A CPA Style Attack on the Syndrome Computation (1) TUmM

Attack on the lower & entries of u

n-k
< N
Viia | V12 wo | Vink
Vo1 | V2.2 | V2,nk k
Ugrg | o Uy | 4 | ug | u Uy .
< > < >
n-k k Vi | V2 o | Vign-k
\ 4
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A CPA Style Attack on the Syndrome Computation (2) TUmM

Attack on the upper n — k entries of u

n-k
A N
Viia | V1.2 | Vink
Vo1 | V2.2 | V2,nk k
Ugrg | o Uy | 4 up | up Uy .
A A < A .
Y Ll Y Ll
n-k k Vier | Vk2 | | Vienk
v
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Restricting the hypothesis space Tm

RSDP RSDP(G)
p =127 p =509
z2=17 z =127
uc FZ
Vtr c }anfk:)xk
vE FZ
oel?

but we know u’ from the signature, v = ¢ and u = v x u’.
= only z hypotheses for each entry in w.
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CPA results for single coefficients

1.0

Correlation Coefficient
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°
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°
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CPA results for single coefficients
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Applying the attack to a full signing operation (1)

Algorithm and Optim. . n & m ¢ w Pri. Key Pub. Key Signature
Security Category  Corner ' ’ Size (B) Size (B) Size (B)
fast 127 7 127 76 - | 163 85 32 7 19152
CROSS-R-SDP 1 balanced | 127 7 127 76 - | 252 212 32 7 12912
small 127 7 127 76 - 1960 938 32 7 10080
fast 127 7 187 111 - | 245 127 48 115 42682
CROSS-R-SDP 3 balanced | 127 7 187 111 - | 398 340 48 115 28222
small 127 7 187 111 - | 945 907 48 115 23642
fast 127 7 251 150 - | 327 169 64 153 76298
CROSS-R-SDP 5 balanced | 127 7 251 150 - | 507 427 64 153 51056
small 127 7 251 150 - | 968 912 64 153 43592
fast 509 127 55 36 25| 153 79 32 54 12472
CROSS-R-SDP(G) 1 balanced | 509 127 55 36 25 | 243 206 32 54 9236
small 509 127 55 36 25| 871 850 32 54 7956
fast 509 127 79 48 40 | 230 123 48 83 27404
CROSS-R-SDP(G) 3 balanced | 509 127 79 48 40 | 255 176 48 83 23380
small 509 127 79 48 40 | 949 914 48 83 18188
fast 509 127 106 69 48 | 306 157 64 106 48938
CROSS-R-SDP(G) 5 balanced | 509 127 106 69 48 | 356 257 64 106 40134
small 509 127 106 69 48 | 996 945 64 106 32742
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Applying the attack to a full signing operation (2)
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Applying the attack to a full signing operation (3)

Recovered entries in n
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Overall results T|.|T|

Algorithm and Distinct CPA  Frac. of correct | # rounds for
Security Category | results/round CPA results lower £ rec.
CROSS-R-SDP 1 | 23 74% | 27
CROSS-R-SDP 3 | 31 81% | 59
CROSS-R-SDP 5 | 42 83% | 76
CROSS-R-SDP(G) 1 | 27 13% | 158
CROSS-R-SDP(G) 3 | 32 29% | 123
CROSS-R-SDP(G) 5 | 31 43% | 157
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Overall results (2)

Algorithm and \ Distinct CPA  Frac. of correct \ # rounds for
CROSS-R-SDP1 | 50 99% | 3
CROSS-R-SDP 3 | 74 99.8% | 3
CROSS-R-SDP 5 | 99 99.9% | 3
CROSS-R-SDP(G) 1 | 9.8 79% | 3
CROSS-R-SDP(G) 3 | 18 80% | 3
CROSS-R-SDP(G) 5 | 25 82% | 3
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Summary and Outlook

B Unsupervised CPA-Style Attack on CROSS
v/ Attack exploits leakage from syndrome computation
v/ Full key recovery from a single signing operation for all except one parameter sets
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Summary and Outlook

B Unsupervised CPA-Style Attack on CROSS
v/ Attack exploits leakage from syndrome computation
v/ Full key recovery from a single signing operation for all except one parameter sets

B Outlook
X Countermeasures?
X Stronger (e.g. template based) attacks?
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Summary and Outlook

B Unsupervised CPA-Style Attack on CROSS
Attack exploits leakage from syndrome computation
Full key recovery from a single signing operation for all except one parameter sets

B Outlook
X Countermeasures?
X Stronger (e.g. template based) attacks?

Thank you for your attention!
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Backup: CROSS Sign Pesudocode

Algorithm 1: SIGN(pri, Msg), taken from [4]
Data:

: security parameter,
g € F}: generator of a subgroup E of F} with cardinality =

ned
t: number of iterations of the ZKID protocol
B, set of all binary strings with length w and Hamming weight ¢
c: a fixed constant, equal to the number of nodes in the seed tree
dsc: a fixed constant, greater than t employed to obtain domain
separation

Input: pri: private key constituted of Seeds € {0,1}**

message to be signed Msg € {0,1}"
Output: Signature Signature
1 Begin

// Key material expansion
2 n,¢,H, Mg « EXPANDPRIVATESEED(Seed,
0, H + EXPANDPRIVATESEED(Seedar)

// Computation of commitments
Mseed < {0,1}, salt & (0,1}

3
4 (Seed[0)].....Seedt — 1]) « SEEDTREELEAVES(Mseed, Salt)
5 fori« Otot—1do
6 ¢ CSPRNG (Seed]i]||salt e)
S C¢—¢
7« M
1}, uj + CSPRNG (Seed]i]||salt||i + c,)
7 o n—ni
8 for j + 0 ton —1do
o lj] g7
10 end
11 w4+ vu, // * is component-wise product
12 5 uH'
13 cmty| Hasn(s||d;||salt dsc
emtqli] + Hasn(3||o|[Salt]|i + ¢ + dsc)
14 cmt, [i] + Hasn(Seed[i]|[Salt||i + ¢ + dsc)
15 end
16 do & MERKLEROOT(cmto[0], .., cmto[t — 1])
17 di « Hasn(emt[0] || ... || emti[t 1))

18 do « Hasi(do || dy)

Jonas Schupp, Georg Sigl | A Horizontal Attack on CROSS | April 2, 2025

// First challenge vector extraction
19 d < Hasn(Ms
20 dg « HasH(d,|[dos||Salt)
21 beta « CSPRNG (ds, (F})")

// Computation of first round of responses
22 fori« Otot—1do

2 for j < 0ton—1do
2 eilj] « gl

25 end

26 i ul + betalile]

27 end

// Second challenge vector extraction
28 dy « Hasn(yol...|lye-1llds)
20 b« CSPRNG (ds. B,

// Computation of second round of responses
30 MerkleProofs « M ROOF((cmto[0], ..., cmto[t — 1]), b)

31 ATHS (Mseed, b)

32

33

34

35 fori«0tot—1do

36 if (bli] = 0) then
// emtoli] is recomputed by the verifier, cmt;[i] must be
sent

ar =

38 rsp, (7] cmti [i]

30 jei+l

a0 end

41 end

42 Signature ¢ Salt || do: || dy || MerkleProofs || SeedPath || rsp, || rsp,
// all Signature components are encoded as binary strings

43 return Signature

144 end
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